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ABSTRACT 
Phishing is one of the security threats that has been in existence for 
the past decades. It is the process of tricking unsuspecting users with 
the aid of baits such as URL (Uniform Resource Locator) links to lure 
victims from a secured platform to an unsecure platform with the intent 
of stealing valuable information such as credit card details, bank token, 
and identity etc. Many researchers have developed several methods 
to combat these threats although been effective, it has failed to combat 
the increasing adaptive ability of the phishers who attack unsuspecting 
victims in recent times.  In this study therefore, we propose an adaptive 
data collection system for use in the automatic detection of phishing 
URL. An adaptive data collection system for legitimate and phishing 
URL based on certain selected features will be used in the extraction 
of features using a structured feature extraction vector model which 
will be trained and tested using five (5) classification models built from 
Random Forest, Decision Tree, XGboost, Adaboost and KNN. The 
results obtained from the five models show that model from Random 
Forest outperforms the other models from other classifiers with an 
accuracy of 99.38%, precision of 90.21% and a recall rate of 82.55%. 
The model developed from the random forest classifier was then 
selected and deployed on a phishing detection platform developed. In 
the future we seek to expand the features and also seek to explore the 
usage of deep neural network as the features keeps expanding. 
 
INTRODUCTION 

Phishing is a criminal mechanism 
employing both social engineering and technical 
tricks to steal consumers’ personal identity data 
and financial account credentials. Social 
engineering schemes use spoofed e-mails, 
purporting to be from legitimate businesses and 
agencies, designed to lead consumers to 
counterfeit websites that trick recipients into 
divulging financial data such as usernames and 
passwords. The phishers who want to obtain 
sensitive data, first create unauthorized replicas of 
a real website and in recent times, they went as 
far as impersonating legitimate institutions by 
sending unsolicited emails using spamming to 
take individuals from a secured environment to 
unsecured environments usually from a financial 
institution or another company that deals with 

financial information (Jain et.al, 2018). The e-mail 
sent is usually created using logos and slogans of 
a legitimate company to convince the recipient of 
its legitimacy. The nature and format of Hypertext 
Mark-up Language makes it very easy to copy 
images or even an entire website through what is 
known as cloning of webpages of websites. While 
this ease of website creation is one of the reasons 
that the Internet has grown so rapidly as a 
communication medium, it also permits the abuse 
of trademarks, trade names, and other corporate 
identifiers upon which consumers have come to 
rely as mechanisms for authentication. Phishers 
then send the "spoofed" e-mails to as many 
people as possible in an attempt to lure them into 
the scheme. When these e-mails are opened or 
when a link in the mail is clicked, the consumers 
are redirected to a phishing website, appearing to 
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be from the legitimate entity (Baykara et.al, 2022). 
Online services such as shopping and online 
banking have brought us a great convenience yet 
at the same time new threats, like such as giving 
out confidential information without the knowledge 
of its users. Phishing has been a serious threat to 
online security as a lot of people have lost their 
valuables such as money, landed property 
because of phishing activity which is usually done 
using social engineering tactics. 

Furthermore, phishing has gone 
advanced as the physical methods of finding a 
phishing URL has become difficult as many 
phishers have gone to the extreme of cloaking the 
activity of their phishing activities by making it look 
like a secured environment based on the protocol 
in which this URL are been hosted and this have 
created a room for concern among many authors 
and researchers in the last decades.  

Anti-Phishing Working Group (APWG) 
is an organization that collects, analyses, and 
exchanges a list of credential URLs. It publishes a 
quarterly report on phishing activities across the 
globe. The number of phishing attacks has 
increased from 2021 to 2022 which is the worse 
ever recorded in its quarterly reports. In its third 
quarter reports it was observed that more than 
1,270,000 reported phishing attacks. Webmail 
continues to be among the top methods of 
phishing attempts which grew by 59%. There has 
been an increase in phishing attacks on named 
brands which grew to 23.2% and advance fee 
fraud scams launched by emails increased by 
1000% which has become worrisome (APWG, 
2022).  There are federal laws that punish 
fraudulent activity in countries around the world 
where some are functional and others are not 
because victims of this kind of heinous crimes do 
not report to relevant authorities as the authority 
do not have the necessary infrastructure to track 
the individual because of the highly sophisticated 
approach that phishers use in defrauding their 
victims hereby allowing the culprit to get away with 
the crime which has been the reasons for the 
increase in the activity of phishing activities around 
the globe today (Bahnsen et al., 2018). 

Jain et.al (2018) proposed a URL-
based anti-phishing machine learning method. 

They have taken 14 features of the URL to 
detect the website as a malicious or legitimate 
to test the efficiency of their method. More than 
33,000 phishing and valid URLs were sourced. 
Support Vector Machine (SVM) and Naïve 
Bayes (NB) classifiers were used to train the 
models. The phishing detection method focused 
on the learning process. They extracted the 
different features that make phishing websites 
different from legitimate websites. The outcome 
of their experiment has an SVM model with over 
90% accuracy. 

Rishikesh et.al (2018) proposed a 
solution that utilizes machine learning technique 
for detection of phishing URLs by extracting and 
analyzing various features of legitimate and 
phishing URLs. Decision Tree, Random Forest 
and Support Vector Machine algorithms were 
used to detect phishing websites. The result of 
the set of experiment conducted show that 
Random Forest has the highest accuracy of 
89%. 

Bahnsen et al. (2018) suggested a more 
effective method for real-time phishing URL 
detection. They argued that there are a lot of anti-
phishing methods appearing, but scammers use 
diverse and dynamic methods to scam victims, so 
a smart and flexible model was needed to detect 
a phishing URL. The study also identified that data 
mining methods can be used to promote an active 
model that contains basic and non-trivial data that 
can be backed up from huge datasets using 
classification algorithms to tag a legitimate URL. 

Chidimma et al. (2020) proposed 
detection of malicious URL webpages using deep 
learning techniques on analyzing HTML code. 
They used the Convolutional Neural Network 
(CNN) to learn semantics dependencies in textual 
content of HTML. 5000 HTML documents were 
used for the classification, and they obtained an 
accuracy 93% with relatively lower recall rate. 
Their approach was able to detect phishing URLs 
but lacks adequate features to properly improve 
on the recall rate and precision. 

Aljofey et al. (2020) proposed a CNN 
model to detect a phishing URL. In this study, 
researchers employed a sequential pattern to 
capture the URL information. It achieved an 
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accuracy of 98.58%, 95.46%, and 95.22%, 
respectively on three different benchmark 
datasets. 

Athulya et.al (2020) proposed towards 
the detection of phishing attacks as applying every 
technique in a single phase is time-consuming. 
The study then picked one technique at a given 
time based on pre-defined condition related to the 
technique and the dataset used. URL entered will 
be checked by the Blacklist method or whitelist 
method or search engine-based techniques. By 
analyzing all the websites, it was observed that the 
security feature in the detection website as an 
administration password for admin to login and 
able to manage the number of users and read the 
feedback from the user if there is any feedback 
relate to login. The user can login with username 
and password and able to check phishing website 
and provide feedback related to phishing website. 
The results of prediction of phishing website using 
supervised Machine Learning Algorithm recorded 
the accuracy of 95% for Multinomial NB and 97% 
of accuracy for Logical Regression.  

Dutta (2021) conducted a study that 
emphasized on the phishing technique used, 
whereby a phishing URL is seen to include the 
automatic classification of URLs in a predefined 
set of category values based on several features 
and a categorical variable. Machine learning-
based phishing techniques rely on URL functions 
to gather information that can help categorize 
URLs to detect phishing sites. They argued that to 
combat the ongoing complexity of phishing attacks 
and tactics, anti-phishing techniques are 
essential. The authors used Long Short Term 
Memory (LSTM) deep learning technique to 
identify malicious and legitimate URLs. The 
crawler was developed that crawled 8000 URLs 
from the Alexa Rank portal, and also used the 
Phish-tank dataset to measure the efficiency of the 
proposed phishing URL detector. The result of this 
study shows that the proposed method provides 
superior results with better accuracy of 98.3% and 
F1 within a limited time. A total of 8000 malicious 
URLs were detected using the proposed URL 
detector.  

Baykara et.al (2022) proposed detection of 
phishing attacks and spam mails by examining 
mail contents. Naïve Bayes was used to classify 
the mails as phishing or legitimate. The study 
recorded an accuracy of 89%. 
 
METHODOLOGY 

In the proposed approach we seek to 
create a feature extraction vector that will contain 
the features based on content of the legitimate and 
phishing URLs into a structured dataset. The 
collected dataset is then pre-processed and 
divided into two sets for training and testing the 
supervised learning algorithm for the study. The 
data sources are gotten from trancp-list.eu for the 
legitimate URLs while the phishing URLs were 
gotten from phishtank.com. The proposed 
approach is sub divided into the following steps 
below: 
 
A. Dataset Description 

The datasets created are divided into 
two parts with label 1 for the phishing and 0 for the 
legitimate URLs. As it was stated earlier the data 
source features are extracted by the means of 
scraped data from the URLs provided from the 
data-source using request and using the beautiful 
soup features used for the extraction of metadata 
of an html webpage. This method is shown in 
Figure 1 below. A feature extraction vector with all 
the selected content-based features is collected 
and stored in a structured file. 

The datasets was built from the data 
source that has been collected by employing web 
scraping techniques which involves the sources 
from phishingtank.com and trance-list.eu for the 
phishing and legitimate URLs. Each content of 
both sources is collected, extracted based on the 
selected features and stored into two separate 
datasets with the labels 1 for phishing URLs and 0 
for legitimate URLs. The results of the structured 
list of the two parts of the dataset as extracted 
from the data sources are shown in Figures 2 and 
Figure 3 below with the labels for the phishing and 
the legitimate URLs. 
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Figure 1: Features extraction by web scraping. 

 

 
Figure 2: Results of Structured data set for the phishing URLs 
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Figure 3: Results of Structured data set for the legitimate URLs 

 
The dataset was created to be a 

balanced dataset as the combined list is made up 
of 26,587 websites URLs of which comprises of 
16062 legitimate URLs from tranco-list.eu and 
10525 phishing URLs from phishtank.com which 

makes up 39% for the phishing URLs and 61% for 
the legitimates URLs hence a balanced dataset is 
been used. The results for the balanced datasets 
is shown in the Figure 4 below. 

 
Figure 4: Results for the combined structured dataset 
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B. Data Preprocessing 
Since request are made via the request 

library issues of missing values are taken care of 
in situations where the URL request sent for the 
URL is not responding and a closed connection is 
used to prevent the request sent from returning a 
NULL response. So, the connection is closed and 
it skipped to the next list on the data source. At the 
end of the extraction of the features the URL in the 
column of the datasets is been dropped and the 
created label for the phishing and legitimate URL 
is been appended to each of the datasets during 
the extraction of the individual features. 
 
C. Features Extraction 

In the features extraction the 
employment of web scrapping was done using the 
beautiful soup framework. Separate functions of 
each feature were defined then a feature 
extraction vector for the features were created and 
are called when the request on the corresponding 
URL was called on the World Wide Web. Each 
collected features are sent to the feature 
extraction engine which in turn will store the 
feature called into a structured dataset for the 
range of values that are specified in the course of 
the request. The procedures is shown in the 
Figure 5 below with the following mathematical 
representation for the processes. 
Let F be the data collector of the set of the selected 
features to be extracted. Then,

𝐹(𝛿) =  (𝑓1, 𝑓2, 𝑓3, … … … … … … . 𝑓𝑛)      
 (1) 
Where F(δ) – data collector of all features selected. i.e f1, f2, f3……fn for sets of selected features  
Then,  
 𝑋(𝐹)(𝑛)



ୀ
                                                              (2) 

Therefore,  
 𝑋(𝐹)



ୀ
=  𝑋(𝑓)(𝑝)



ୀ
 +  X(f)(L)



ୀ
          (3)  

Where, 
 𝑋(𝐹)(𝑛) – finite set of all URLs with each selected features 𝑥(𝑓)1, 𝑥(𝑓)2, … … . 𝑥(𝑓)𝑛 
 𝑋(𝑓)(𝑃) – finite set of phishing URLs  with selected features X(p) ∈ X(n) 
𝑋(𝑓)(𝐿) – finite set of legitimate URLs with selected features X(L) ∈ X(n) 

 
The feature extraction vector for the features is represented in this form 

 
Figure 5: Feature extraction 
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D. Model Used 
Five (5) models where built from five 

different supervised machine learning algorithms 
as used in this study. They classifiers used are 
Random Forest, K-Nearest Neighbor, Adaptive 
Boosting, Decision Tree and XGboosting. For 
each of the classifiers, portion of the dataset was 
used for training and the other portion for testing 
the performance of the various models. 
 
 
 
 

E. Confusion Matrix 
The confusion matrix is table that shows 

the classification of the case where a model 
correctly predicts a phishing URL which is denoted 
as True positive (TP), while a case where a URL 
is wrongly classified as legitimate is denoted as 
True negative (TN). There is also a case where a 
URL is classified as phishing is denoted as False 
positive (FP). Lastly a case where a URL is 
wrongly classified as a legitimate URL but is 
phishing in real sense is denoted as False 
Negative (FN). The Table 1 below shows how the 
confusion matric is been evaluated. 

Table 1: confusion matrix evaluation 
 Predicted legitimate URLs Predicted phishing URLs 
Actual legitimate URLs TP FN 
Actual Phishing URLs FP TN 

 
F. Performance Metrics 

In the performance evaluation the 
performance metrics used for the learning 
algorithms are shown in the equation below for the 
accuracy, precision and recall. 

 
Accuracy = (TP +TN)/ (TP +TN+FP+FN) -------- (4) 
Precision = TP/ (TP+FP)    ------------- (5) 
Recall = TP/ (TP+FN)  ---------------------(6) 

 
RESULTS AND DISCUSSION 

The results for running the algorithms to 
create a model from the datasets are shown based 
on the classification algorithm that was used and 
the selected features that the classification 
algorithm is been fed with. The result is shown in 
the Figure 6 below. 

 
Figure 6: Results for phishing URL detection 
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The result for the performance 
evaluation is shown in Table 2 below for the 

classification algorithm based on the accuracy, 
precision and recall. 

 
Table 2: Comparison of Performance Evaluation 

Classification Algorithm Accuracy Precision Recall 
Decision Tree 0.9918 0.8372 0.8541 
Random Forest 0.9938 0.9021 0.8255 
AdaBoost 0.9770 0.5243 0.1781 
K-Nearest Neighbor 0.9770 0.5288 0.1953 
XGBoost 0.9928 0.9103 0.7819 

 
DISCUSSION OF RESULTS 

From Table 2 the performance metrics 
for the accuracy of the classifiers used shows that 
Decision Tree has 99.18% accuracy based on the 
level of classifying the phishing URLs from the 
legitimate URLs. In this model, 24 URLs were 
predicted to be actual legitimate URL, while 1481 
URLs were classified to be actual Phishing URL. 
However, 1 URL was predicted to be phishing 
instead of been a legitimate URL, also 1 URL was 
labeled legitimate whereas it is a Phishing URL on 
the dataset. Random Forest shows 99.38% 
accuracy based on the level of classifying the 
phishing URLs from the legitimate URLs. This 
result was achieved because 24 URLs were 
predicted to be actual legitimate URLs, while 1481 
URLs were classified to be actual Phishing URL. 
Nevertheless, 2 URLs was predicted to be 
phishing instead of been a legitimate URL, also 5 
URLs was labeled legitimate whereas it’s a 
Phishing URL on the training set. Adaboost 
recorded an accuracy of 97.70% based on the 
level of classifying the phishing URLs from the 
legitimate URLs this is because, 9 URLs were 
predicted to be actual legitimate URLs, while 1467 
URLs were classified to be actual Phishing URL. 
But 23 URLs were predicted to be phishing instead 
of been legitimate URLs, and 8 URLs were labeled 
legitimate whereas they are Phishing URL on the 
dataset. K- Nearest Neighbor obtained an 
accuracy of 97.70% based on the level of 
classifying the phishing URLs from the legitimate 
URLs. However, from the model, 2 URLs were 
predicted to be actual legitimate URL, while 1448 
URLs were classified to be actual Phishing URL. 
But, 51 URL were predicted to be phishing instead 
of been legitimate URLs, also 6 URLs were 

labeled legitimate whereas they are Phishing 
URLs on the dataset. XGBoost recorded 98.28% 
accuracy based on the level of classifying the 
phishing URLs from the legitimate URLs this is for 
the reason that, 11 URLs were predicted to be 
actual legitimate URLs, while 1448 URLs were 
classified to be actual Phishing URLs. But, 42 URL 
was predicted to be phishing instead of been a 
legitimate URLs, and 6 URLs was labeled 
legitimate whereas it’s a Phishing URLs on the 
dataset.  

However Random Forest outperformed 
other classification algorithm because of its ability 
to accurately learn from the actual set to predict 
the legitimate and phishing URL with minimal 
error. 
In addition, from Table 2 the precisions for the 
classification algorithms show that Random 
Forest, Decision Tree and XGboost shows higher 
precision rate of  90.21% , 83.72% and 91.03% 
respectively while Adaboost and KNN shows an 
average precision rate of 52.43% and 52.88% 
respectively because of their slow learning rate in 
specifying features labels in the category. 

Furthermore, from Table 2 the recall for 
the classification algorithm indicated that Random 
Forest, Decision Tree and XGboost recorded 
higher recall rate of 82.55%, 85.41% and 78.19% 
while Adaboost and KNN shows a very lower 
recall rate of 17.81% and 19.53% respectively 
because of their cost of calculating the distance 
between the new point and each existing point is 
huge which degrades the performance of the 
algorithms. 

However, Random Forest has recorded 
the highest overall performance and hence 
outperform other classifiers because of its good 
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prediction capability in specifying in exact the 
features category based on the label it learns from. 
However other learning  algorithms shows a 
reasonable precision learning rate as in specifying 
features categories based on the learning label 
set. 

Finally, in the case of Decision Tree still 
outperform other classifiers in the rate of recall for 
the reason that of its good prediction capability in 
detecting features category based on the label it 
learns from. However other learning  algorithms 
such as Random Forest and XGboost  shows a 
reasonable recall learning rate as in detecting 

features categories based on the learning label 
set. 
 
Model Deployment 

Based on the comparison Random 
Forest was selected to be deployed based on the 
research work because it shows higher accuracy, 
precision and recall. Figure 7 above shows the 
deployment of the best models selected on 
stream-lit frame work which is used for the testing 
of the models and to see the result on a graphical 
user interface in form of a web browser. 

The result for the deployment of the 
selected model is shown in the Figure 7 below:  

 

 

 
Figure 7: Deployment Of best Model on Stream-lit framework 

 
CONCLUSION 

Machine learning is effective for 
drastically reducing the threats of phishing URLs 
in today’s world and in the future. The study shows 

the effectiveness of supervised learning classifiers 
in the detection of phishing URLs and also based 
on the performance, Random Forest Machine 
Learning algorithms performed better than the 
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other classifiers compared in the course of the 
study in the classification of phishing URLs even 
though others still prove useful in the detection of 
phishing URLs.  
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