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ABSTRACT 
This paper developed an improved patient management information 
system with covert communication. The developed system covertly 
communicates (steganography) patient’s sensitive information 
(payload) using digital images over the Intranet/Internet without 
arousing suspicion, distorting the image quality (imperceptibility), or 
modifying the information (robustness to attacks).To avoid truncation 
of information during the embedding of information in the patient’s 
digital images, a novel real-time redundant bit evaluator was 
developed. Upon a successful brute force on the system, a secure 
self-destructive scheme was developed to securely remove all the 
embedded sensitive information from the digital images (referred to 
as stego-images). The evaluation of the secure self-destructive 
scheme was performed on a developed user-friendly Adaptive 
Integer Diamond (AID) simulator in MATLAB 2020a using the cover-
image and the generated stego-image. The peak signal-to-noise ratio 
(PSNR), structural similarity index (SSIM) and mean square error 
(MSE) obtained from the evaluation are infinity, 1.00, and 0.000 
respectively. This indicates that both the cover-image and stego-
image are identical, thus the stego-image contains no sensitive 
information. The developed system is robust to single and hybrid 
attacks such as compression, Gaussian noise, salt and pepper, 
rotation, salt and pepper with Gaussian noise, cropping, and rotation, 
with an average improvement of  64.71%, 81.67%, 57.63%, 46.70%, 
83.50%, and  64.83% respectively over state of the art. 
. 
INTRODUCTION  

Guarantying sensitive information privacy 
is vital in communication [1]. The health sector 
where privacy and confidentiality of information are 
paramount for instance [3], shares data accruing 
from outbreak investigations, public health-oriented 
research, and diversity of medical information 
systems, and likewise refer patients to other health 
institutions using public networks [2]. These health 
or medical information are comprehensive records 
consisting of medical histories, drug information, 
and discharge histories of an individual or patient 
health [4]. This information is very sensitive and if 
inappropriately shared or misused can distress, 
embarrass, and cause financial loss, death, or other 
damages to patients thus, the essence of the 

varying laws ranging from state, federal, licensure, 
certification laws, and Hippocratic oath  [5] on 
doctors' general duty of confidentiality [6]. The 
persistence problem inherently in paper 
documentation drifted for the recommendation and 
adoption of a patient management information 
system (PMIS) [7]. Furthermore, the pursuit to 
improve organizational efficiency, increase patient 
safety, lower medical errors, lower duplication of 
services, optimize reimbursement, and compete 
locally and globally has since then motivated the 
continual integration of information technology in 
the health sector [8]. Nonetheless, the stringent 
privacy and confidentiality requirement on patient 
information made it expedient to devise strategies 
for securing patient information during storage and 
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exchange [9] to evade privacy and confidentiality 
violation. Information security breaches do not only 
affect individuals but significantly affect 
organizational reputation [10]. Therefore, ensuring 
secure information storage and communication over 
the intranet/internet has become an important area 
of focus [11]. As a means of securing health 
information databases and equally the 
communicated health information, the cryptographic 
approach was earlier adopted to obscure the health 
information into an unintelligent and unreadable 
form known as ciphertext [12] . These ciphertexts 
can only be reconstituted by a valid cryptographic 
key and therefore provided security for the 
database while maintaining the confidentiality of 
exchanged medical health information [1]. 
Nonetheless, transmitting an encrypted image over 
the public networks attracts the attention of 
eavesdroppers known as cryptanalysts [15]. Hence, 
the need for concealing the existence of the 
communication medium in other to evade 
eavesdropper attention using steganography [20].  
This adoption of steganographic techniques is due 
to its ability in concealing confidential data within 
other seemingly innocuous cover-media such as 
text, video, audio, and images [19]. Steganography 
has evolved from the simple hiding of confidential 
information inside the least significant bits of a 
cover medium to more sophisticated schemes that 
utilize the transform domain due to obvious 
advantages related to robustness and 
imperceptibility. The salient issues in 
steganography that have spanned over the years 
are on how to optimally utilize the cover medium 
redundancy bits especially if a large volume of 
information needs to be communicated amidst 
limited redundancy bits while maintaining 
imperceptibility, robustness and computational time 
[21]. The adverse effect of perceptibility has 
relatively reduced the embedding capacity thus 
leading to a tradeoff between imperceptibility and 
payload [2]. Interestingly, while the spatial domain 
guarantees a high payload, the transform domain 
satisfies imperceptibility and robustness at the 
expense of higher computational complexity. 
Therefore, this paper adopted our previously 
developed non-separable integer-to-integer wavelet 
transform [1] to develop an improved patient 
management information system with higher 
payload, lower imperceptibility, and lower 

computational complexity. The steganography-
based management information system was 
developed using hypertext preprocessor (PHP) [23], 
asynchronous JavaScript and extensible makeup 
language (AJAX) [24], and cascading style sheets 
(CSS) [25]. The developed system is accessed 
using the user’s browser. The MatLab 2020[26] was 
used to develop a simulator to evaluate the system 
performance with the existing system 

These paper contributions are highlighted 
as follows. 
1. Development of a  real-time redundant bit 

evaluator counter  for controlling embeddable 
secret information 

2. Development of a secure stego-image self-
destructive scheme to mitigate steganalyst 
random guess attack or brute force attack. 

3. Development of an unpredictable random 
number generator for stego-keys 

4. evaluate the developed system’s robustness  
to single, hybrids attacks (salt and pepper 
noise, compression, Gaussian noise, cropping, 
and rotation),  

 
BACKGROUND OF THE STUDY 

Several researchers have deployed 
steganography in telemedicine applications to 
conceal patients’ diagnoses, prescriptions, and 
medications. Manoj et al. [17] implemented a 
secured and scalable digital health records sharing 
system. The system focused on the privacy and 
security in accessing medical records on a hybrid 
cloud and was divided into two security domains 
(personal and public domain) based on data access 
requirements. Where the public domain users were 
grouped based on professionalism and the personal 
domain users were grouped as patients and 
relatives. A multi-based and key policy attribute-
based encryption using 128 bits length was adopted 
to maintain a secure system control in both groups. 
These keys were encrypted using the RSA 
encryption standard. The electronic medical file was 
partitioned and encrypted using the AES encryption 
method before storing them in the cloud. The 
encryption time and average response time for an 
HTTP request for different group sizes of users in 
public and private domains were measured and the 
AES encryption time increases with file sizes and 
thus requires more bandwidth for transmission, 
access time, and more storage space requirement. 
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Similarly, Elhoseny et al. [16] implemented a secure 
steganography system for medical data 
transmission on the internet using a hybrid secured 
encryption scheme in a two-dimensional discrete 
wavelet transform. The secured hybrid scheme was 
the combination of RSA and AES algorithms for 
encrypting the secret text in the cover-image. The 
cover-image was decomposed and transformed into 
sub-bands using the discrete wavelet transform. In 
the embedding phase, the secret texts were 
converted into binary bits using ASCII and divided 
into even and odd parts. The RSA was used in 
encrypting the even parts using a public key while 
the AES was used to encrypt the old parts using a 
public key. The ciphertext was compressed to 
reduce its size before embedding it into the cover-
image. The private key needed for retrieving the 
secret text from the stego-image was equally 
encrypted using AES and securely sent to the 
receiver. The system concealed the confidential 
information while maintaining minimal distortion in 
the stego-image. Although RSA encryption is 
computationally expensive compared to AES, 
adopting the two encryption algorithms increased 
the computation complexity of the system and 
likewise reduces the cover-image payload. The 
work of Santoso [17] presented a steganographic 
system for telemedicine applications. The system 
was developed to convey confidential medical text 
information. The cover-image was evaluated using 
pixel value differencing to search for embeddable 
regions. The embeddable region is defined by a 
hiding constant ranging from 3bit to 7 bits and 
controls the system's imperceptibility. The data 
embedding priority was solely on high contrast area 
while fewer bits were embedded in a low contrast 
area. Nonetheless, the payload of the system is 
proportional to images with high contrast areas and 
therefore may not suit all images. Equally, 
embedding bits based on the defined constant 
range is not an effective way of evaluating 
redundant bits as there are high possibilities of 
over/under utilization of the embedding region 
which would affect the image quality. To ensure 
cover-image conveys more sensitive information, 
Karakus & Avci [14] introduced an optimum pixels 
similarity for medical images. While the image 
allows more patient information to be embedded, 
the perceptibility of the stego-image was not 
controlled. The work of Ahmad[19] on the other 

hand used an integer wavelet filter to decompose 
medical cover-image into a transform domain and 
adopted arithmetic coding and Data encryption 
Standard to securely encrypt patient information. 
This, however, increased the computational 
complexity of the system. Controlling the 
perceptibility of patient stego-image has continued 
to remain a bottleneck neck for researchers due to 
the high volume of patient data and the unlimited 
space in the digital image. Thus, deploying 
steganography to a real-time application to securely 
convey patient information without any truncation of 
information while maintaining perceptibility is the 
bases on which this research is inspired.  
 
IMAGE QUALITATIVE ASSESSMENT 
 For effective qualitative evaluation of 
stego-image, structural similarity index, peak signal-
to-noise ratio, mean squared error, and histogram 
are the standard benchmark used with images from 
University of Granada Computer Vision Group 
(CVG-UGR) and University of Southern California 
Signal and Image Processing (USC-SIPI) [28]. 
 
Bit error rate 

The bit error rate (BER) is used in 
measuring the ratio between the incorrectly 
extracted stego-image bits after and before an 
attack. It is mathematically evaluated using 
equation (1) [16]: 
               

w a a

w a
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B E R

S

−
=

                               

(1)                                                                                                       

Where; 
waS  are the stego-image bits without any 

attack.  

            
aS

 are the stego-image bits with an attack.  

 
Image histogram 

An image histogram is a graphical way of 
showing the exact pixels distribution and its number 
of occurrences. The higher the similarity between a 
cover-image histogram and the corresponding 
stego-image histogram the smaller the distortion 
caused by the embedding process [22]. 
 
Mean squared error (MSE) 

This MSE measures the variability 
between a stego-image and its cover-image. The 
closer a mean square error to 0 the higher the 
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accuracy of the system. It is mathematically 
evaluated using equation (3) [30]: 

   ( )
2

1 1

1

m

m n

ab ab

a b

MSE S C
n = =

= −∑∑                       (3)                                                                  

Where; m  and n  represents the input image 

rows and  
             columns numbers respectively 

           a bS and 
abC   is the stego-image and 

cover-image   
            respectively  
 
Peak signal-to-noise ratio (PSNR) 

The PSNR measures the rate of distortion 
caused in a stego-image in decibel (dB). The peak 
signal-to-noise ratio is expressed mathematically 
using equation (4) [28]: 

 

            
2
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From equation 4, the cover-image can be 

defined by a maximum fixed value 255*255, hence 
the variation of the image is only related to the 
MSE. The more the information embedded, the 
larger the MSE. This will result in a lower PSNR 
which will translate to a higher distortion or lower 
imperceptibility. On the contrary, smaller embedded 
information will result in a lower MSE which will 
increase the PSNR or higher perceptibility [30]. 
 
Structural similarity index (SSIM) 

The SSIM evaluates the structural 
similarity between two given images with a ranging 
value between -1 and 1. An SSIM closer to 1 shows 
that the given images are nearly the same. The 
expression given in equation (5) is used to compute 
the SSIM between a cover-image and the 
generated stego-image [30]. 
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Where; Co  represents cover image cover 
             So represents the generated stego-image 
pixels 

             ,
o oC Sµ µ  represents cover and stego-

pixels mean  
              intensities respectively 
             ,

o oC Sσ σ  is the cover and stego-image 

variance. 
              ,

o oC S
k k  are constants included to avoid    

              instability when 2 2

o oC Su u+  is very close 

to zero.      

             ( )2

o oC Su kLµ = =  where L  is the 

dynamic   

               range of the pixel (255 for 8 bit) and k«1 

 
DEVELOPED SYSTEM 

The non-separable integer-to-integer 
wavelet transform and diamond encoding 
developed in our previous paper [1] was adopted to 
decompose the patient digital image into diagonal 
coefficient vertical coefficient, horizontal coefficient, 
and approximation coefficient.  The developed 
improved patient management information system 
architecture was designed to suit the sensitive 
departments (Records, Radiology, Triage, 
Laboratory, and Medical) which handle patient file 
movement in the Federal medical center Abuja. The 
conceptual framework of the developed system is 
shown in Figure 1. The conceptual framework 
clearly shows the implementation scenario of the 
developed system. The system uses the patient’s 
passport as a cover-image to covey each patient’s 
prescription, diagnosis, past medical histories, 
clinical examinations, and medications. 
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Cover Image

Secret Message

Stego-Key

System Clock

Mouse

Stego Image

Steganalyst

Wrong/No Stego-Key

Secret Message

Stego-Key

 
Figure 1: Conceptual Framework of the developed system 

 
Stego-key Generation 

The true random numbers generator was 
developed using PHP, and CSS in a notepad++ text 
editor. The generator uses the users’ computer 
mouse waiting time and clock. The mouse wait time 
refers to the total time taken before the developed 
generator event button is triggered. To evaluate the 
mouse wait time, it is essential to determine the 
mouse's position. The CSS was used to determine 
the mouse current position using the x and y 
coordinate while AJAX was used for the evaluation 
of the mouse wait time and equally for fetching the 
current system date and time. The mouse wait time 
was evaluated by measuring the serial movement 
between the coordinates returned from the mouse 
operation using equation (6): 

        1 0

y y

t x xM t t= −
                                        (6)                                                              

Where; x refers to the last x-coordinate of the 
mouse 

       y is the last y-coordinate of the mouse 

       1t   is the final time (milliseconds) spent, 

       0t  is the initial start time (ms) at the 

coordinate position  
      

t
M  is the Mouse wait time 

To enhance and equally increase the 
difficulty in reproducing the entropy environment, 

the mouse wait time was exclusive-OR (XOR) with 
the system time and calendar using equation (7). 
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0
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2 2

dt

k dt t
dt t k k

k
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∑      (7) 

 
Where; Sdt  is the system’s current DateTime (ms) 
     
  The developed generator produced 
numbers that are expected to be nondeterministic. 
These numbers are used as stego-keys and are 
required for both embedding and decoding 
processes. 
 
Redundant bits Evaluator Counter 

The redundant bits evaluator counter 
(REC) was developed in Ajax using the notepad++ 
text editor to provide real-time visualization of the 
embeddable region for the users. The developed 
steg-patient management information system 
supports the concealing of either an image or text. 
However, more priority was given to images in an 
event where both image and text are the secret 
information. The flowchart for the developed real-
time redundant bit evaluator is shown in Figure 2. 
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End

Cover-image

Transform image into frequency domain and 

evaluate embeddable region using AID

Is 

secret infomation  

an image?

A= Available Cover-Image free bits

Evaluate Text

Evaluate image size

Input secret information 

(Text,Image)

Is size>A

Is Test >A

Conceal Secret 

Information

Start

Conceal Image

Yes

No
No

Yes

Discard Image

No

Yes

  
Figure 2: Redundant Bit Evaluator Flowchart 

 
From the flowchart presented in Figure 2, 

the cover-image is first decomposed into the 
frequency region, and the image coefficient 
redundant bits are evaluated using the integrated 
diamond encoding. The evaluated redundant bits 
become the embeddable region for the patient 
information and are display in real-time for the user. 
If the embedding information contains an image and 
a text, the secret image size is first evaluated. After 
the evaluation, the secret image will only be 
discarded only when the available cover-image 
redundancy bits cannot accommodate the entire 
secret image. Otherwise, the secret image is 
concealed inside the redundancy bits of the cover-

image first before embedding the secret text in the 
remaining redundancy bits. Ajax was responsible 
for real-time visualization of the remaining bits 
without interfering or refreshing the display and 
behaviour of the existing pages. 
 
Stego-image Information Self-Destructive Scheme 

To maintain a higher information 
confidentiality level, a secured stego-image 
information destructive scheme was developed to 
mitigate wrong stego-key entries. The developed 
scheme assumed any wrong stego-key entry is 
from steganalyst.  It was developed in Ajax using 
the flow chart shown in Figure 3. 
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End

Transform Stego-image into 

frequency domain using inverse 
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and1Secret information)

Yes

No

Extract Secret InformationCover-Image

Is 

password correct

?

Extract secret information using 

Diamond encoding

 
Figure 3: Secure Stego-image Self-Destructive Scheme 

 
From Figure 3, a stego-key is first required for the 
extraction of the secret information. The user is 
prompt to provide the required stego-key. Once a 
key is provided, the stego-image is transformed 
from the time domain into the frequency domain 
using the inverse operation of the developed AID 
technique. The secret information is extracted from 
the coefficients of the stego image once the secret-
key and the embedded key are the same. However, 
a wrong stego-key provided by the user will trigger 
a bitwise exclusive OR operation between the 
stego-image coefficients and secret information. 

These processes will produce a new coefficient that 
is different from the stego-image coefficient but the 
same as the original cover-image coefficient. Thus, 
the new coefficient will reproduce the initial cover-
image coefficient. In a case of a random guess 
attack, this will fault the guess as the cover-image 
has no embedded information.  
    To effectively evaluate the developed 
system performance with existing system, a user-
friendly interface simulator called AID MatLab 
Simulator as shown in Figure 4, was developed 
using MatLab 2020 to carry out the analysis

. 

 
Figure 4: AID Matlab Simulator 
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RESULTS AND DISCUSSION 
Imperceptibility Control 

The developed redundant bits evaluator 
counter provides real-time visualization of the total 
available bits during the process of concealing 
patient secret information. This is essential to avoid 
the truncation of any sensitive information. In other 
to evaluate the effectiveness of the developed 

redundant bit evaluator counter the Lena, and 
pepper images of the same dimension (512 by 512) 
were selected to covey a patient passport of 
dimension 450 by 450 and a diagnosis text of 18 
bytes using the colour space. The available bits 
after embedding the patient passport in both 
images are as presented in Table 1. 

 
Table 1: Available Bits for Secret Text 

Image Available Redundant bits  Embedded bytes 

Lena 115 15 
Pepper 87 10 

 
 From Table 1, it can be observed that 
images of the same dimensions do not have the 
same redundant bits. This variation may be due to 
the light intensity during the image acquisition, 
noise from the acquisition source, or during file 
transfer and image contents.  Therefore, the real-

time redundant bit evaluator counter will help 
medical practitioners to control their embedding 
information in patient image. The controlling of the 
Lena image during the concealing of the patient 
passport and diagnosis text is shown in Figure 5. 

 

 
Figure 5: Real-Time Visualization of Redundant Bit Evaluator 

 
From Figure 5, it is seen that the available 

bits after concealing the patient passport in the 
Lena image are 115 bits. The developed REC 
deducts 8bits from the available redundant bit for 
any input or space inserted in the text field in real-
time. The deduction will continue as long as a 
negative value is not obtained. A negative value will 
trigger the controller JavaScript to stop the 
embedding process as shown in Figure 5. Once the 
controller triggers, the input field becomes inactive 

for user access. More so, once any input is deleted 
or removed from the text field, 8bits are added to 
the remaining bits in real-time. After concealing 
both image and text as secret information in the 
Lena and pepper images, the cover-image and the 
generated equivalents stego-image qualities were 
evaluated using the developed AID MATLAB 
simulator shown in Figure 4. The histogram 
analysis of both cover and their respective stego-
images is presented in Figure 6. 
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(a) Pepper Cover-image 

 
(b) Pepper Stego-image 

  
(c) Lena Cover-image 

 
(d) Lena Stego-image 

Figure 6: Histograms of Controlled Stego-Image using Redundant Bits Evaluator 
 

From Figure 6, it is seen that the cover-
images histogram bins of Figure 6(a) and Figure 
6(c) histogram bins have no noticeable visual 
difference from their respective stego-images 
histogram bins in Figure 6(b) and Figure 6(d). This 
indicates that the developed real-time user-friendly 
redundant bits evaluator was able to control the 
image embedding rate to maintain a higher 
perceptibility rate. Equally the REC helps in the 
avoidance of truncating sensitive information. The 
developed redundant bits evaluator counter 
provides real-time visualization of the total available 
bits in a stego-image during the process of 
concealing the secret information. This is essential 
to avoid the truncation of any information.  
 
Robustness Analysis 

It is essential to subject any new 
steganography technique to various attacks to 

evaluate the effect of such attacks on the 
embedded secret information. To effectively 
evaluate the developed steganography-based 
patient management information system against 
various attacks, the developed AID MATLAB 
simulator was used to perform a robustness 
analysis. The cover-images used for the 
evaluations are Lena, Baboon, Airplane, and 
Pepper. They were all used to conceal a secret logo 
with dimensions 75 by 75 and the equivalent 
generated images were all subjected to single and 
hybrid attacks (compression, rotation, Gaussian 
noise, cropping logo, salt and pepper attacks). The 
bits error rate in equation (1) was used to evaluate 
the degree of the respective attacks on the stego-
images. The obtained results were compared with 
the results obtained from the techniques presented 
by Banerjee and Jana [27]. The comparisons are 
shown in Figure 7. 
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(a) Compression (QF 90) 

 
(b) Gaussian noise (Variance 0.001) 

 
(c) Salt and Pepper 

 
(d) Rotation 

Figure 7: System Robustness Analysis Test 
 

The robustness analysis of the developed 
AID system and techniques implemented by 
Banerjee and Jana [27] presented in Figure 7 
shows varying responses by the systems to the 
subjected attacks. In the AID System, the subjected 
attacks do not affect the embedded secret data as 
the embedded secret logo was retrieved but have a 
slight effect on the approximation coefficient of the 
stego-image. The reason for the non-effect on the 
secret data is because the developed AID algorithm 
conceals information majorly in the vertical, 
diagonal, and horizontal coefficients of the stego-

image. The approximation coefficient is only used 
when the redundant bits in the vertical, horizontal, 
and diagonal coefficients are exhausted. The 
approximation coefficient usage is then subjected to 
a critical evaluation of all embeddable regions 
which will not distort the image. Therefore, the 
approximation coefficient is hardly used as it 
contains the cover-image digital image information. 
This accounts for the lower bits error value. The 
average responses of the systems to various 
attacks are as presented in Table 2. 

 
Table 2: Comparison of Average Bits Error Rates (BER) Responses to Various Attacks 

Single and Hybrid Attacks Banerjee and 
Jana [27] 

Aid System Improvement 
(%) 

Compression (QF=90) 4.59 1.62 64.71 

Gaussian noise (V=0.0001 9.44 1.73 81.67 

Salt and Pepper 2.36 1.0 57.63 

Rotation 18.03 9.61 46.70 

Cropping (25%) and Rotation (15%) 30.42 10.7 64.83 

Salt and Pepper (v=0.01) + Guassian (v=0.001) 5.94 1.01 83.50 

 
The BER as stated in equation (1) 

evaluates the ratio between the incorrectly 
extracted stego-image bits after and before an 

attack. A higher BER of an attack means a higher 
effect of such attack on the stego-image, this entails 
a lower system resistance to such attack. From the 
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average bits error rates analysis shown in Table 2, 
it is seen that the developed system has a lower 
BER rate when compare to works of Banerjee and 
Jana [27], thus it is more robust against image 
steganalysis attacks compared to the state-of-the-
art. 
 
 

Secure Self Destructive Scheme 
To evaluate the developed secure stego-

image self-destructive scheme, a patient passport 
of dimension 450 by 450 was used to conceal a 
clinical test result. A wrong stego-key was used for 
the decoding process to see the effectiveness of 
the developed secure stego-key self-destructive 
scheme as shown in Figure 8. 

 

 
Figure 8: Wrong Stego-key 

 
Once the access patient file button is 

clicked, the stego-image is immediately transformed 
into the frequency domain from the time domain 
and a stego-key match is performed. Since the 
input stego-key is not the same as the stego-key in 
the stego-image, the developed secure stego-
image self-destructive scheme is triggered. This 
scheme will securely remove the concealed 
information. To validate this process, the stego-

image after the wrong entry trial and the cover-
image were evaluated using the IQMS panel on the 
developed AID MATLAB simulator. The cover-
image was fed into the simulator using the select 
cover image on the simulator graphical interface. 
Equally, the stego-image was fed into the select 
stego image. The results obtained are presented in 
Figure 9. 

 

 
Figure 9: Image Qualitative Metrics for Wrong Stego-Key 
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In Figure 9, it is seen that the structural 
similarity index metrics, PSNR, and MSE generated 
1.00, inf, and 0.0000 respectively. The MATLAB 
psnr function only returns an inf value when two 
images are identical. The inf refers to infinity and it 
is due to a one-over 0 division. This can equally be 
verified from the PSNR equation presented in 
equation (4), as the log of 0 is infinity since the 
mean square error is 0.  This indicates that the 
stego-image and the cover-image are identical. 
Recall that the cover-image has no information, 
which implies that the stego-image equally has no 
information. Thus the stego-image has been 
returned to its initial cover-image state. This will 
hinder access to the embedded sensitive 
confidential information. 
 
Stego-key Strength Analysis 

The developed true random number 
generator produces random hexadecimal numbers 
using its dynamic environment is dynamic that 
cannot be easily reproduced or manipulated. For 
instance, using the generated key in Figure 8 as an 
example; where k is 23 and the key is 
76703ada76eb1026a29df4.  A steganalyst will 

require 1023 x 23! Brute force attack once the 
environment which created the key is reproduced 
(i.e. mouse wait time, system date, and time in 
milliseconds) to generate the exact key. This 
implies that the stego-key total length is 184 bits 
(i.e. 8 x 23). Using this value, the duration for using 
brute force attack to break the system can be 
evaluated as follows: 

_ _ 2 nStego keys Lenght =                  (8)                                                                    

 Where: n is the stego-key total length bits 
1 8 4

5 5

_ _ 2

_ _ 2 .4 5 2 1 0

S te g o K e y L e n g h t

S te g o K e y L e n g h t k e y s

=

= ×

 

If a steganalyst is using a powerful 
computer like AMD Ryzen 7 processor which has 
the capacity of executing 304,510 MIPS per 
second, it takes time (T) to break the key once the 
environment which produced the key is reproduced. 

184
36

6

2
2.5533 10 ( )

304510 10 60 60 24 365
T years= = ×

× × × × ×
 

The time taking to break into the system 
theoretically was compared with the keyspace 
analysis of Ogras [31] chaotic generator. 

 

Table 3: key Space Analysis Comparison 

Algorithm Key Space Breaking Time (Years) 

Chaotic Generator 2 100 111.32 10×  

Developed System 2184 362.5533 10×  

    
From Table 3, it is seen that the 

developed true random number generator has the 
highest duration of time (years) to break into the 
system. Therefore the developed system offers 
more security against brute force attacks 
 
CONCLUSION 

This paper has presented a 
steganography-based patient management 
information system. The developed system uses a 
novel real-time redundant bits evaluator counter to 
control information truncation, mouse wait time and 
system date time to generate stego-keys, and a 
non-separable integer-to-integer wavelet to 
decompose the patient information. The 
implementation of the system shows that it can be 
adopted to covertly convey patient diagnosis, 

prescription, and treatment thus solving the problem 
of patient information confidentiality and privacy. 
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