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ABSTRACT   
Many approaches have been proposed for classifying and detecting 
of phishing URLs. While these methods have recorded great 
successes, many research are based on content based approaches 
which has poor generalization ability against new unseen URLS and 
it requiring domain knowledge experts and substantial future 
engineering. To cover these limitations, recently, our approaches 
which offer the ability to automatically capture the semantic or 
sequential patterns in URLs have been proposed by several studies. 
This paper reviews and compares the state-of-the-art approaches for 
phishing URLs classification. It has been observed from the 
experimental results on 131,072 URLs dataset that Gated Recurrent 
Unit–attention mechanism- support vector machine (GRU-ATT-SVM) 
model outperforms the basic from other in terms of accuracy, 
precision, recall, training, and testing time. Hence the GRU-ATT-
SVM model can be the best for the phishing URL classification in the 
future work.   
 
INTRODUCTION   

Phishing is a cyber-crime which 
involves the fraudulent act of illegally capturing 
private information like credit card details, 
usernames, password, account information by 
pretending to be authentic and esteemed in 
instant messaging, email and various other 
communication channels. The traditional 
approaches used by majority of the email filters 
for identifying these emails are static which make 
it weak to deal with latest developing patterns of 
phishing since the defrauders are dynamic in 
actions and keep on modifying their activities to 
dodge any kind of detection [2]. 

Phishing presents a diversified 
development trend, which poses new detection 
challenges. While phishers are pernicious and 
hide, security experts and researchers have 
dedicated many efforts in terms of phishing 
website detection. Phishing is a very popular 
method used in network attacks and leads to 
privacy leaks, identity theft and property damage 

[3]. The spread of phishing is no longer limited to 
traditional modalities such as e-mail, SMS, and 
pop-ups. Though the prosperity of the mobile 
Internet and social networks have brought 
convenience to users, they have also been 
employed to spread phishing, such as code 
phishing, spear phishing and spoof mobile 
applications [4], [5] and [59] etc. 

Reducing the risk pose by phishers and 
other cybercriminals in the cyber space requires 
a robust and automatic means of detecting 
phishing websites, since the culprits are 
constantly coming up with new techniques of 
achieving their goals almost on daily basis. 
Phishers are constantly evolving the methods 
they used for luring user to revealing their 
sensitive information. The Main aim of the 
attacker is to steal banks account credentials. 
However, due to the dynamic nature of attackers 
and the challenging nature of the problem, it still 
lacks a complete solution [6-18][19-20]. 
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Traditionally, phishing URLs are 
detected through blacklisting techniques, 
Although these methods just need to perform a 
quick database search to determine if a given 
URL is harmful or not and are predicted to have 
very low false positive rates, their main limitation 
is that they can only identify malicious URLs that 
have already been blacklisted. This is a serious 
concern as new URLs are almost generated on 
daily basis [1-21].  

To solve these challenges, Machine 
Learning techniques which offer the ability to 
generalize well against new unseen URLs have 
been employed by several studies [1] While the 
traditional approaches have solved the problem 
associated with the blacklisting methods, their 
main limitation is the need for substantial manual 
features engineering, since they cannot directly 
learn representations from the URL’s sequences 
of characters [7]. Most of the proposed traditional 
approaches require expert knowledge to 
determine the best feature set for malicious URL 
detection and they are unable to effectively 
capture the sequential patterns in URLs. 

In this paper we come up with the 
hybrid deep learning to address above issues. 
DL is a set of ML algorithms that have the ability 
to detect the URL’s patterns globally by learning 
the complex hierarchical feature representations 
and hidden sequential relationships from large-
scale data. These characteristics contribute 
significantly to the success of DL algorithms in a 
variety of artificial intelligence (AI) tasks, 
including speech recognition, image processing, 
natural language processing, and many more [8].  

To address the above issues, Gated 
Recurrent Unit –Attention mechanisms-Support 
vector machine (GRU-ATT-SVM) model have 

been proposed. The proposed approaches 
receive the URL (sequence of characters) as an 
input and applies the GRU-ATT-SVM at the 
character level in the URL. The models first 
identifies the individual characters in the training 
corpus and then represents each character as a 
fixed-length vector using one-hot encoding. 
Using this, input sequence characters are 
converted into an embedding representation, 
where the models can be applied.  Experimental 
results showed that all the models obtained great 
statistical results. However, the GRU-ATT-SVM 
model has shown superior performance over the 
other models in terms of accuracy, precision, 
recall, training, and testing time. 
 
METHODOLOGIES  
GRU 

The Gated recurrent unit (GRU) is 
another modification of RNN and an alternative to 
LSTM networks that works in a similar fashion to 
LSTM. Like the LSTM, it is capable of effectively 
retaining long-term dependencies in sequential 
data. However, compared to the LSTM, GRU has 
a simpler structure. GRU structure consists of 
two gates, the Reset Gate and the Update Gate. 
It merges the Memory and output state [9]. The 
reset gate (r) controls the information that flows 
out or is discarded. The forget gate and input 
gate are combined to form an update gate (z) for 
regulating the information to be retained from 
previous memory and also the new memory to be 
added. By reducing the parameters GRU 
computation is a little more efficient, simpler, and 
faster. A basic GRU structure is shown in Figure 
1.  Equations (1) to (4) illustrate the modeling 
procedure to compute the output of GRU at step 
t.   

 
𝑟௧ =  𝜎 (𝑤௥ . [ℎ௧ − 1, 𝑥௧] +  𝑏௥) (1) 

𝑧௧ =  𝜎(𝑤௭ . [ℎ௧ − 1, 𝑥௧] +  𝑏௭)                      (2) 
𝑔௧ = 𝑡𝑎𝑛ℎ൫𝑤 . [𝑟௧  ×  ℎ௧ − 1, 𝑥௧] +  𝑏௚൯  (3) 
ℎ௧ =  (1 −  𝑧௧)  × ℎ௧ − 1 +  𝑧௧  ×  𝑔௧              (4) 
 

Where W and b are the trainable 
weights and biases respectively, and r and z 
denote the reset and update gates respectively. g 
denotes the hidden state which is used to control 
the removal and addition of new information 

decided by the update gate and ht is the output of 
the GRU at step t.  

In general, the LSTM and the GRU 
both preserve important features using a variety 
of gating functions, ensuring that they won't be 
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lost when long-term propagation takes place. 
They can therefore resolve the RNN's vanishing 
gradient problem through their gate controlling 
[10]. Additionally, the LSTM has one more gate 

function than the GRU, making the GRU the 
simplest RNN structure in this comparative 
analysis. 

 

 
Figure 1: GRU memory cell [24] 

 
ATTENTION MECHANISM 

It is introduced to learn the correlation 
between sequences to strengthen the learning of 
key useful information of the model [11]. 
Attention mechanism have proven to have a 
great positive effect in this research. Different 
locations of URLs have different specification 
requirements. Therefore, for a URL, in order to 
fully learn the dependency between a word or a 
symbol and the words in other locations of the 
URL, this paper introduces an attention 
mechanism. This allows the model to focus more 
on the key information of URLs, while other 
irrelevant content will be ignored by the model. 
The introduction of an attention mechanism can 
facilitate more effective use of data, thereby 
improving the accuracy of the model [11]. The 
specific calculation formula is as follows  

𝑒௧ୀ௪೅ఙ(௪೗∗௫೟)                   (5) 

𝑞௧ =
ୣ୶୮ (௘೟)

∑ ୣ୶୮ (௘೟)
೅
೟సభ

                  (6)  

𝑋௧ 
∗ = ∑ 𝑞௧ ∗ 𝑥௧

்
௧ୀଵ                       (7) 

 
In the formula, 𝑥௧ is the input information 

at t time 𝑤௟   , 𝑤்  is the learned weight, σ is the 
tanh activation function, and 𝑋௧ 

∗  is the output 

information after t time passes through the 
attention layer. 
 
XGBOOST 

XGBOOST is tree based model that 
aggregates trees using the  boosting technique.  
In XGBOOST we used the training data xi to 
predict the target variable yi iteratively  until the 
parameters of the model are optimized.  

XGBOOST model have high predictive 
power as well as to have a simple in nature 
(deals with less number of features). As we know 
minimizing loss function ((Θ)) encourages 
predictive models as well as optimizing 
regularization (Ω (Θ)) encourages simpler model 
to have smaller variance in future predictions, 
making prediction stable [12-21]. The closed form 
of the objective is given below: 
𝑜𝑏𝑗(𝛩) = 𝑙(𝛩) + Ω(𝛩)                     (8) 
𝛩 = ൛𝑓ଵ,𝑓ଶ, … … 𝑓௞ൟ                             (9) 
𝑜𝑏𝑗(𝛩)

= ෍ 𝑙(𝑦௜ , 𝑦ො௜) + ෍ Ω(𝑓௞)

௄

௞ୀଵ

௡

௜

                  (10) 

 
Using Taylor expansion, 

𝑜𝑏𝑗(௧) =  ∑ ቂ𝑙൫𝑦௜ , 𝑦ො௜
(௧ିଵ)

൯+𝑔௜𝑓௧(𝑥௜) +  
ଵ

ଶ
ℎ௜𝑓௧

ଶ(𝑥௜)ቃ௡
௜ୀଵ +  Ω(𝑓௧) + 𝑐𝑜𝑛𝑠𝑡𝑎𝑛𝑡    (11) 
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Objective, with constants removed, therefore the new form of optimizing goal is: 

𝑜𝑏𝑗(௧) =  ෍ ൤𝑔௜𝑓௧(𝑥௜) +  
1

2
ℎ௜𝑓௧

ଶ(𝑥௜)൨

௡

௜ୀଵ

+  Ω(𝑓௧)                (12) 

Where 
𝑔௜ andℎ௜  comes from definition of loss function,  the learning of function only depend on the objective via 𝑔௜  
and ℎ௜  
 

𝑔௜ = 𝜕𝑦ො௜
(௧)

𝑙൫𝑦௜ , 𝑦ො௜
(௧ିଵ)

൯, 𝑔௜ =  𝜕௬ො(೟షభ)(𝑦ො(௧ିଵ) −  𝑦௜)ଶ = 2(𝑦ො(௧ିଵ) −  𝑦௜) 
 

ℎ௜ = 𝜕ଶ𝑦ො௜
(௧)

𝑙൫𝑦௜ , 𝑦ො௜
(௧ିଵ)

൯,           ℎ௜ =  𝜕ଶ
௬ො(೟షభ)(𝑦ො(௧ିଵ) −  𝑦௜)ଶ = 2 

 
XGBOOST approximates f(x) by an 

additive expansion of t regression trees, but 
instead of minimizing just a lost function, an 
objective function with two parts is defined, a lost 
function over the training set as well as a 
regularization term to prevent overfitting. 

 
Support Vector Machine (SVM) 

SVM can best be explained in practice 
by using a hypothetical classifier called Maximal-
Margin Classifier. The numerical input variables 

(𝑥) in the data (the columns) form an n-
dimensional space [13-14]. A line that splits the 
input variable space is known as a hyperplane. 
The hyperplane is selected in SVM to best 
separate the points in the input variable space by 
their class, either class 0 or class 1.  In n-
dimension say two, you can visualize this as a 
line and assume that all our input points can be 
separated by this line. For example: 

                           𝐵0 + (𝐵1 ∗ 𝑋1) + (𝐵2 ∗ 𝑋2) = 0                                                          (13) 
 

Where the coefficients (B1 and B2) 
determine the slope of the line and the intercept, 
(B0) is found by the learning algorithm, and X1 
and X2 are the two input variables. You can 
make classifications using this line. By plugging 
in input values into the line equation, you can 
calculate whether a new point is above or below 
the line. 

Real in practice can be messy and 
cannot be separated accurately with a 
hyperplane. The constraint of maximizing the 
margin of the line that separates the classes 
must be relaxed. This is often called the soft 
margin classifier. This change allows some 
points in the training data to violate the 
separating line. An additional set of coefficients 
are introduced that gives the margin wiggle room 
in each dimension. These coefficients are 
sometimes called slack variables. This increases 
the complexity of the model as there are more 
parameters for the model to fit the data to provide 
this complexity. 

It is characterized by the usage of 
kernels, the sparseness of the solution, and the 

capacity control gained by acting on the margin, 
or several support vectors, etc. The capacity of 
the system is controlled by parameters that do 
not depend on the dimensionality of feature 
space. SVM algorithm operates natively on 
numeric attributes, as a result, it uses a z-score 
normalization on numeric attributes. In 
regression, Support Vector Machines algorithms 
use epsilon-insensitivity loss function to solve 
regression problem [15]. 

 
Modeling Phishing Models by the use of GRU-
ATT-SVM 

In order to compare the proposed 
approaches for phishing classification, character 
level embedding has been used in the proposed 
methodologies. We learn a representation 
directly from the character sequence of the URL 
rather than manually extracting the features. 
Each character sequence exhibits correlations, 
that is, nearby characters in a URL are likely to 
be related to each other. These sequential 
patterns are important because they can be 
exploited to improve the performance of 
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predictors [16]. GRU-ATT-SVM Model, in 
contrast to other approaches, are able to learn 
the representation from the URL's character 
order, eliminating the need for handcrafted 
feature extraction, which is labor-intensive and 
requires domain knowledge experts [17]. The 
proposed networks compose of an embedding 
layer for URL representation, GRU layer for 
optimal feature extraction, we introduce another 

mechanism called attention mechanisms which 
allows the model to focus more on the key 
information of URLs, while other irrelevant 
content will be ignored by the model. The 
introduction of an attention mechanism can 
facilitate more effective use of data, thereby 
improving the accuracy of the model [11].  And 
we used XGB and SVM for classification. 

 
 
 

 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 2: Architecture of the proposed models 
 

Figure. 2 illustrates the architecture of 
the proposed models. One-hot embedding is 
used to translate each input, and fed into the 
GRU-ATT layer. Finally, the classification is 
performed using   XGBoost and SVM function.  
 
 
 
 

EXPERIMENTAL SETUP 
Dataset Description 

The data set used in this paper is 
collected from the malicious phish URLs. The 
malicious phish URLs 
(https://www.kaggle.com/datasets/sid321axn/mali
cious-urls-dataset) come from the Kaggle 
community and are from the collection of URL 
data, collected by Manu Siddhartha across 

Input 

Data 
Pre-processor 

Embedded 

*GRU-XGB 
*GRU-SVM 
*GRU-ATT-XGB 
*GRU-ATT-SVM 

 
URLs data is determined 
whether phishing or non-

phishing is 
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multiple communities. In this experiment, 65,536 
benign URLs and 65,536 malicious URLs were 
randomly selected, for a total of 131,072 URLs. 
This article divides the URL data into a training 

set, a validation set, and a test set. To perform 
the experiments, we choose a recent dataset 
from kaggle community which is shown in Table 
1.  

 
Table 1: Number of samples in each data subset. 

URLs Training Set  Validation Set Test Set Aggregate 
Phishing URLs 45,956 5,879 13,701 65,536 
Benign URLs 45,795   5,917 13,824 65,536 

Aggregate  91,751  11,796 27,525 131,072 
 
Experimental Design  

The objective of this paper is to 
empirically assess between four models for 
classifying malicious URLs, not to produce 
cutting-edge models. Therefore, the setup for our 
experiments is kept to a minimum, and the 
comparisons are made fairly. As shown in Table 
2, the generated datasets are divided into two 

separate sets to create the training set and test 
set, respectively, in order to evaluate the 
performance of the models. All the models were 
then trained and evaluated using the same 
training and testing datasets. The evaluation is 
done using standard classification evaluation 
measures, as described below: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦    =
୘୔ା୘୒

(୘୒ା୘୒ା୘୔ା୊୒)
                                          (19)                           

𝑅𝑒𝑐𝑎𝑙𝑙     =
୘୔

(୘୔ା୊୒)
                                    (20) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛     =
୘୔

(୘୔ା୊୔)
                                                      (21) 

𝐹 − 𝑠𝑐𝑜𝑟𝑒 =    
ଶ∗(୔୰ୣୡ୧ୱ୧୭୬∗ୖୣୡୟ୪୪)

(ୖୣୡୟ୪୪ା୔୰ୣୡ୧ୱ୧୭୬)
                                      (22) 

 
Where TP is the True Positive, which 

denotes the number of URLs that are phishing 
and correctly classified as phishing, TN 
represents True Negative which denotes the 
number of benign URLs recognized as benign 
ones, FP represent False Positive, which 

denotes the number of benign URLs which are 
wrongly classified as phishing, and FN is the 
False Negative that denotes the number of 
phishing URLs identified as benign ones. We 
define the phishing URLs as positive and the 
non-phishing URLs as negative. 

 
EXPERIMENTAL RESULTS  
 
Table 2: Hyper-parameters 
Hyper-parameters  Values 
Epochs  30 
Learning Rate 0.001 
Validation-split 0.20 
Batch-Size 256 
Dropout Rate 0.2 
 

In this section, we present the 
experimental results of the proposed models. All 
the experiments were conducted on a laptop 
computer with Intel Core (TM) i7-7700HQ CPU 
@ 2.80GHz x 4, 16GB of DDR3 RAM, and 

NVIDIA GeForce GTX 1050M 4GB DDR5 GPU. 
The hyper-parameters used for all models were 
assigned by hand, and not through hyper-
parameter optimization/tuning (see Table 2). All 
models were trained on 70% of phishing and 
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non-phishing URLs data for 30 epochs. 
Afterward, the trained models were tested to 
classify with 30% phishing and non-phishing 
URLs. The performances of the different models 
in terms of accuracy, precision, recall, and F1-
score are summarized in Table 3, 4 and 5. As 

can be seen from Table 3, 4, and 5, it can be 
observed that the GRU-ATT-SVM performed 
best in classifying the URLs as either phishing or 
non-phishing in comparison to GRU-XGBoost, 
GRU-SVM and GRU-ATT-XGBoost, models. We 
also evaluated the different models. 

 
Table 3: Summary of test results without the attention mechanism 

MODELs Accuracy Precision Recall F-score 
GRU-XGBoost 0.9912 0.9896 0.9906 0.9899 
GRU-SVM 0.9924 0.9946 0.9879 0.9912 

 

 
Figure 2: Performance evaluation curve of the models without used of attention mechanisms. 

 
The above figure 2 shows that the 

GRU-SVM demonstrate that the proposed 
method can achieve better classification results 

in malicious URL detection than GRU-XGBoost 
method. 

 
Table 4: Summary of test results without the attention mechanism 

MODELs Accuracy Precision Recall F-score 
GRU-ATT-
XGBoost 0.9915 0.9887 0.992 0.9903 
GRU-ATT-SVM 0.9929 0.9933 0.9907 0.9919 

 

0.984
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0.988
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0.992

0.994

0.996

Accuracy Precision Recall f1-Score

Performance evaluation of the models without used of attention 
mechanisms using 30 epoch 
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Figure 3: Performance evaluation curve of the models with the used of attention mechanisms. 

 
The above figure 3 shows that the 

attention mechanism was introduce in order to 
extract the main key important features of the 
URLs so that we come up with high accuracy 
than the other models, therefore GRU-ATT-SVM 

demonstrate that the proposed method can 
achieve better classification results in malicious 
URL detection, which has high significance for 
practical applications than the other models.

 
Table 3: Summary of test results of all the proposed models 

MODELs  Accuracy (%) Precision (%) Recall (%) F-score (%) 
GRU-XGBoost 99.12 98.96 99.06 98.99 
GRU-ATT-
XGBoost 99.15 98.87 99.2 99.03 
GRU-SVM 99.24 99.46 98.79 99.12 
GRU-ATT-SVM 99.29 99.33 99.07 99.19 

 

 
Figure 4: Comparative analysis of the proposed models curve with and without attention mechanisms. 
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Looking at the above figure 4, the proposed 
model GRU-ATT-SVM shows that the accuracy 
and precision outperformed the others models. 
Hence the GRU-ATT-SVM model can be the best 
for the phishing URL classification. 

Finally, to shows the models’ 
performances during training and evaluations, we 
present the models’ learning curves in figure 
5(accuracy vs epoch) with and without attention 
mechanism. Also figure 6 shows the curve of 
(loss vs epoch) with and without the used of 
attention mechanism. As can be seen from both 
figures, in just few epochs, the validation 
accuracies and losses of the proposed models 
converge, increasing the accuracies of each 
model to over 98% from 5 epochs onward and 

reducing their losses to below 8%. Models exhibit 
constant increase in performance with only slight 
fluctuations in their accuracies during training the 
testing. On the other hand, the models had 
fluctuating in losses during the training testing 
process due to some over-fitting experienced by 
the two models GRU and SVM. However, in case 
of accuracies, all the models show steady rise in 
performance until the 3th epoch. Comparing the 
training and validation performances of the 
models, it can be observed that all the models 
showed constant performances during training 
and testing and some fluctuations during the loss 
training and testing time. Overall, the training and 
validation performances of all the models in 
classifying malicious URLs are acceptable.  

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5: model training and testing performance (accuracy vs epochs) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6: Model training and testing performance (loss vs epochs) 
 

DISCUSSIONS AND FUTURE DIRECTIONS 
Phishing URL detection is an essential 

component of the majority of security 

applications. Most of the traditional machine 
learning methods used for phishing URLs 
detection present on hand design features, which 
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are labor-intensive to construct and lack some of 
the attributes necessary to build effective 
phishing detection systems. To overcome with 
this challenge, recent studies have resorted to 
the use of hybrid deep learning approaches 
which have the ability to extract the necessary 
abstract feature representations by acting on raw 
input data. To exploit on this, we apply for the 
task of phishing URLs detection with GRU-XGB, 
GRU-SVM, GRU-ATT-XGB, GRU-ATT-SVM. The 
empirical evidence presented suggests that 
GRU-ATT-SVM outperforms other models in the 
task of phishing and non-phishing URLs 
classification. However, the results of the other 
models are also acceptable. Additionally, we 
have used the various networks with their simple 
and basic architectures. To gain more 
performance, their complex architectures can be 
explore using advanced hardware in a distributed 
environment. The characteristics of malicious 
threats are evolving in nature. At the same time, 
the URLs are also changing with time. We make 
a concrete statement such that deep learning 
mechanisms are most representative to deal with 
the drifting nature of URLs. Thus, require a larger 
study by transforming supervised learning to 
semi-supervised to unsupervised learning in 
deep learning mechanisms. This can be 
considered another significant future direction. 
 
CONCLUSION  

In this paper, we explored how well we 
can discern phishing URLs from legitimate URLs 
using GRU-XGB, GRU-SVM, GRU-ATT-XGB, 
and GRU-ATT-SVM based on character-level 
embedding. In order to evaluate the approaches, 
themalicious phish URLs 
(https://www.kaggle.com/datasets/sid321axn/mali
cious-urls-dataset) come from the Kaggle 
community and are from the collection of URL 
data, collected by Manu Siddhartha across 
multiple communities. In this experiment, 65,536 
benign URLs and 65,536 malicious URLs were 
randomly selected, for a total of 131,072 URLs. 
The proposed approaches receive the URL 
(sequence of characters) as an input and applies 
the GRU-XGB, GRU-SVM, GRU-ATT-XGB, and 
GRU-ATT-SVM at the character level in the URL. 
The models first identifies the individual 
characters in the training corpus and then 

represents each character as a fixed-length 
vector using one-hot encoding. Using this, the 
URL sequence characters are converted into an 
embedding representation, where the models 
can be applied. The embedding layer followed by 
other deep networks layer extracts features 
implicitly and those optimal features are fed to 
other algorithms for classification in the 
supervised classification setting. Detailed 
experiments reveal that all models showed great 
statistical results. However, the GRU-ATT-SVM 
model has shown superior performance over the 
other models in terms of accuracy, precision, 
recall, training, and testing performance. This 
work can be considered preliminary research 
towards the evaluation of various proposed 
models for malicious URLs detection and 
classification. Moreover, adopting deep learning 
based malicious URL detection in real time 
should require an extended data sets to avoid the 
state. 
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