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ABSTRACT

In recent years, mobile devices' ubiquitous presence has been
paralleled by an escalating surge in mobile malware threats,
highlighting  unprecedented security concerns. This research
endeavor delineates the development of an advanced interactive
dashboard, tailored to visualise and critically assess an array of
machine and deep learning algorithms for mobile malware detection.
Designed as a specialized interface, the dashboard equips
cybersecurity experts, data analysts, and researchers with the means
to engage dynamically with pertinent data, offering exploratory
avenues for crucial performance metrics—namely, accuracy,
precision, recall, and the F1 score. Built on a dataset that integrates
mobile malware classifications, the dashboard extends instantaneous
perceptiveness into algorithmic efficacy. A rigorous analytical process
underscores the algorithmic selection, including Random Forest,
Logistic Regression, Naive Bayes, Neural Networks (NN), and Deep
Neural Networks (DNN). Each algorithm is meticulously evaluated to
ascertain its merit and relevance for detecting mobile malware. The
research magnifies the significance of state-of-the-art deep learning
modalities, primarily focusing on NNs and DNNSs, aiming to bolster the
precision and resilience of detection mechanisms. The dashboard’s
incorporation of these paradigms stands instrumental in enhancing
defenses against progressive malware challenges. Supplemented by
diverse graphical representations, the dashboard elucidates intricate
facets of algorithmic output, while diagrams such as the Entity-
Relationship (ERD), Sequence, Deployment, State, Use Case, and
Activity cohesively offer an exhaustive insight into the system's
structural blueprint and operative capacities. Conclusively, this
undertaking epitomises a pivotal evolution in mobile malware detection
paradigms. By orchestrating  cutting-edge  algorithms,  all-
encompassing datasets, and lucid visual aids, it forges a pathway
towards effectively navigating and mitigating the complexities intrinsic
to mobile malware threats. This novel interface stands as a vanguard,
priming stakeholders with an astute instrument for strategic decision-
making and fostering progressive strides in mobile security domains.
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INTRODUCTION

Smart Mobile devices are now
essential tools for communication, work, and
data access. With their rapid growth, there's
been a corresponding increase in cyber threats,
particularly mobile malware targeting mobile
software and operating systems. (Cinar and
Kara, 2023). According to Ibrahim et al., this

poses a significant risk to individual, corporate,
and governmental digital security, leading to
potential data breaches and compromised
infrastructures.

To counter these threats, advanced
mobile malware detection mechanisms are
required (Ciaramella et al., 2020). While
traditional signature-based methods remain
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important, they struggle to keep up with the
evolving nature of mobile malware, highlighting

2016 2017 2018 2019 2020

the need for more advanced detection solutions
(Akintola et al., 2020).
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Figure 1: Smart phone user base growth smartphone user base growth (Patel,2023)

This  research introduces an
interactive dashboard designed to visualise and
evaluate the performance of various machine
learming and deep learning algorithms for
mobile malware detection. The dashboard
combines a user-friendly interface with real-time
analytics, aiming to assist cybersecurity
professionals in malware detection. The
following chapters detail the project's approach,
design, implementation, and  results,
emphasizing the dashboard's importance in
enhancing mobile security against a growing
range of malware threats
Statement of Problem

According to Krishnappa, in today's
digital environment, the widespread use of
mobile devices has led to an increase in mobile
malware  threats, affecting individuals,
businesses, and the broader digital ecosystem.
Traditional signature-based detection methods
struggle to address these threats due to the
constant evolution of malware techniques
(Tayyab et al.,2022). Evaluating the
performance of detection algorithms is complex
and requires specialized expertise. (Alsanad
and Altuwaijri,2022).

The primary challenge is to develop a
solution with a clear interface that allows users

to assess and compare the performance of
various machine learning and deep learning
algorithms for mobile malware detection. This
solution should provide real-time visualization,
interactive result analysis, and the flexibility to
adapt to the changing nature of mobile
malware. The ultimate goal is to provide
cybersecurity professionals, researchers, and
decision-makers with a tool for choosing the
best algorithms, thereby enhancing strategies
to combat mobile malware.

Objectives of the Study
This project is anchored on the
following core objectives:

1. Dashboard Development: Design a
dashboard for user-driven visualization and
comparison of machine and deep learning
algorithms for mobile malware detection.

2. Performance Evaluation: Include a range of
machine and deep learning algorithms and
evaluate key performance metrics such as
accuracy, precision, recall, and F1 score.

3. Real-time Data Display: Provide real-time
graphical displays of algorithm performance
using charts and graphs for quick insights.

4. Interface Design: Develop a user-friendly Ul
that allows easy switching between

Corresponding author: Charles lkpeama

B4 charlyikneama@yahoo.com

Department of Cybersecurity, University of Hertfordshire (UH), UK.

© 2024. Faculty of Technology Education. ATBU Bauchi. All rights reserved



JOURNAL OF SCIENCE TECHNOLOGY AND EDUCATION 12(1), MARCH, 2024
ISSN: 2277-0011; Jounal homepage: www.atbuftejoste.com.ng

algorithms,  performance metrics, and
visualization styles.

. Validation: Ensure the accuracy of the
dashboard's results by comparing them with
known benchmarks and industry standards.

6. Documentation: Provide detailed
documentation and a user manual to help
users navigate the dashboard and
understand metrics.

7. Ethical Considerations: Address ethical
issues related to malware dataset use and
ensure adherence to ethical standards
throughout the project.

8. Knowledge Sharing: Share the project's
findings and methods through academic
papers, presentations, and open-source
contributions.

()]

By achieving these objectives, the
project aims to provide the cybersecurity field
with a practical tool to improve decision-making
for mobile malware detection and advance
cybersecurity research and practice.

LITERATURE REVIEW
With the proliferation of mobile
devices, there's a significant increase in
malware threats, particularly targeting OS and
app vulnerabilities.  Traditional  defense
mechanisms often lag in tackling these threats.
Notably:
1. Trojans can disguise as genuine apps,
jeopardizing user data and device
operations (Alzubaidi 2022).
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2. Adware and spyware introduce privacy
threats by overloading users with unwanted
ads and spying on user activities (Srivastava
2021).

3. The rise in mobile transactions has seen a
spike in ransomware attacks targeting
encrypted data (Alotaibi and Fawad 2022).

Given these dynamic threats, there's
a growing need for innovative cybersecurity
measures. The application of Al, especially
machine learning (ML) and deep learning (DL),
is proving valuable in this realm. ML techniques
fall into three primary categories: supervised,
unsupervised, and semi-supervised. Notably,
Xie et al. (2020) explored semi-supervised
learning, introducing the MUSCLE approach,
which combines both labeled and unlabeled
data, showcasing its potential in cybersecurity.

Deep learning, especially neural
networks, is becoming increasingly relevant in
cybersecurity. Deldar and Abadi (2023)
provided an in-depth analysis of deep learning
for detecting novel malware. Ramos et al.
(2022) also demonstrated deep leaming's
versatility, applying deep semi-supervised and
self-supervised methods to medical imaging—
hinting at their potential applicability in malware
detection.

In essence, as malware techniques
evolve, there's an urgent need for the ongoing
development of Al-enhanced solutions to
ensure robust cyber defense.
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Figure 2: The Simplified Overview of Proposed GRU-based Android Malware Detection scheme (Iram et

al., 2020)
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Evaluating  malware  detection
algorithms using metrics such as accuracy,
precision, and recall is vital for assessing their
real-world efficiency. Kisambu and Mjahidi
(2022) highlighted the significance of accuracy
in evaluating ML algorithms for detecting
malware phishing attacks. Meanwhile, Bibi et al.
(2020) used precision and recall to examine a
deep learning model's capability against
advanced Android malware, emphasizing the
metrics' role in understanding false positives
and negatives. Alazzam et al. (2022)
underscored the F1-score's value, especially
when dealing with imbalanced data, as it offers

a harmonized measure of an algorithm's
performance. These metrics are essential not
just for quantitative assessment but also for
enhancing the algorithm's adaptability to
changing cyber threats.

Comparative studies, backed by
standardized datasets, are crucial in malware
detection, providing a means to measure
different algorithmic effectiveness. Alkahtani
and Aldhyani (2022) showcased this by
comparing several machine and deep leamning
algorithms on benchmark datasets for Android
mobile devices, emphasizing the need for
empirical, data driven evaluations as follows:
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Figure 3: Android application package (APK) reverse engineering (Rafiq, Husnain, et al., 2022)

1. Machine Leamning in lloT: BhupalNaikD et
al. (2022) compared various machine
learning algorithms for anomaly detection in
lloT data, emphasizing the need for domain-
specific datasets.

2. Repacked Malware in Android: Rafiq et al.
(2022) tackled repacked malware with
AndroMalPack, stressing the removal of
repacked apps from datasets for improved
accuracy.

3. Feature Extraction and Selection: This
process is central to mobile malware
detection. It turns raw app data into
actionable insights, focusing on app

behaviors and structures. Catal et al. (2021)
identified predominant features, while
Tokmak et al. (2021) explored both static
and dynamic analysis methods for
detection. Duraisamy and Subbiah (2022)
highlighted refining extracted features for
efficiency and accuracy.

4. Dataset Considerations: Datasets are
crucial for algorithm development and
evaluation. Quality, representativeness, and
pre-processing of datasets are essential.
Riaz et al. (2022) and Lavanya Bharathi and
Chandrabose  (2022) highlighted  pre-
processing's importance, like scaling and
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de-noising. Rao and Babu (2023)
addressed imbalanced datasets with IGAN,
emphasizing proper data pre-processing for
deep learning.

Visualizaton and  User Interaction:
Visualization translates complex data into
understandable visuals. Menin et al. (2021)
introduced an interactive tool, ARViz, for
exploring  associations.  Mayer  and
colleagues (2022) developed a web-based
application for analyzing surgical data,
emphasizing interactive visual exploration.
Srinivasan et al. (2020) presented
DataBreeze, which offers a multimodal data
exploration experience. Zong and team
(2022) emphasized non-visual affordances
for accessible data visualization. The
emphasis is on converting intricate data into
actionable insights through interactive
dashboards and tools.

@

Machine Learning and Deep Learning in
Mobile Malware Detection

The rapid increase in mobile device usage has
resulted in a corresponding rise in mobile
malware, driving the need for advanced
detection methods. Deep learning, a subset
of machine learning, has become essential
for identifying patterns in extensive datasets
to address this challenge. Mercaldo et al.
(2022) studied deep learning's role in mobile
malware  detection, testing  various
Convolutional Neural Network models on a
significant dataset of Android applications.
Their research emphasized the importance
of understanding how models make
decisions and showed deep learning's
effectiveness in distinguishing between
benign and malicious apps. Meanwhile,
Ramos et al. (2022) utlized a semi-
supervised learning approach for diabetic
retinopathy detection, demonstrating its
potential adaptability for mobile malware
detection, even in contexts with limited
labeled data.

Against New

Figure 4: Challenges and open research questions in cybersecurity

Performance  Metrics for  Algorithm
Evaluation

Performance metrics are essential in
mobile malware detection as they quantitatively
assess the efficiency and reliability of detection
algorithms.  Kisambu and Mjahidi (2022)
highlighted the value of metrics like accuracy,
precision, recall, and F1-score in evaluating
machine learning algorithms for malware-based
phishing attacks. Alazzam et al. (2022) also
underscored the importance of these metrics,
using them to assess a wrapper-based
approach for Android malware detection.

Meanwhile, Kim et al. (2023) introduced a new
metric, the time-series aware precision and
recall (TaPR), specifically designed for time-
series data in industrial control systems.
Collectively, these studies emphasize the
critical role of performance metrics in refining
and enhancing malware detection methods as
cyber threats continue to evolve.

Existing Interactive Dashboard Solutions
Various interactive  dashboard

solutions exist for data analytics and

visualization, including Tableau, Microsoft
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Power BI, Metabase, and Plotly. While Tableau
and Power Bl provide dynamic charts and user-
friendly interfaces, Metabase offers features
tailored for non-technical users, and Plotly
integrates Python and JavaScript for in-depth
visualisations, especially when paired with
Dash for interactive web applications. For the
project, Dash/Plotly was selected due to its
flexibility, integration potential, and efficiency in
delivering interactive visuals (Michael et al.,
2019).

Table 1: Dataset Processing Methodology

Research Design

The following chapter explains the
methodology employed to fulfil the objectives of
this project. This systematic approach
underpins the creation of an interactive
dashboard designed for visualizing and
examining the efficacy of machine learning and
deep learning algorithms in mobile malware
detection. The subsequent sections delve into
the detailed methodologies that determine the
project's direction.

STEP NUMBER

DESCRIPTION

1. Data Acquisition

2. Data Inspection

3. Data Cleaning

4. Data Transformation

5. Feature Extraction

6. Data Splitting

7. Oversampling/Undersampling

8. Feature Selection

9. Final Dataset Review

Collect data from various trusted sources,

e.g., VirusShare.

Examine the dataset for initial anomalies,
missing values, and understand the data
distribution.

Remove or impute missing values, handle
duplicates, and remove unnecessary columns |
such as 'Name' and 'md5’

Normalize or standardize features to bring them
to a similar scale, especially for

algorithms sensitive to feature scales.

Extract new features from existing ones,

e.g., using domain knowledge or automated
feature extraction techniques.

Divide the dataset into training and test sets to
ensure proper evaluation.

Handle class imbalance by either
oversampling the minority class or under
sampling the majority.

Use techniques like correlation analysis,
recursive feature elimination, or others to select
the most relevant features.

Inspect the pre-processed dataset before
Feeding it to machine learning models.

RESULT DISCUSSION,
MANAGEMENT AND RELEVANCE
Dataset

Data integrity and relevance are
paramount in any data science endeavour.
Recognising this, the dataset procurement and
selection phase was approached with
meticulous care and adherence to best
practices.

For the purpose of this project, we
utilized a comprehensive dataset sourced from
VirusShare  (https://virusshare.com/). ~ This
platform functions as a reservoir of malware

PROJECT

samples, continually updated to serve security
researchers, incident responders, and other
professionals in the infosec community. As of
15th September 2023, VirusShare's system
reported a total of 68,889,089 malware
samples.

For the specific requirements of our
research, we extracted 96,724 malware files
from VirusShare. In addition, to create a
comprehensive dataset, we supplemented this
malware data with 41,323 legitimate or benign
binaries (comprising .exe and .dIl files). By
amalgamating these data sources, we
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constructed a CSV file titled "malData.csv",
which serves as the foundation for our project's
analysis.

Given the sensitive nature of the
malware samples used, extreme caution was
taken during the data extraction and handling
processes. The overarching goal of this
exercise is to foster a deeper understanding of
mobile malware characteristics, leveraging both
malicious and benign datasets to draw
meaningful insights.

The culmination of rigorous research
methodology, data collection, and algorithmic
processing is the generation of results that offer

insights into the landscape of mobile malware
detection. This section delves into the outcomes
derived from the implemented algorithms, the
interactive dashboard visualizations, and the
subsequent analysis. Through a combination of
quantitative data, visual representations, and
interpretative analysis, we aim to shed light on
the effectiveness of the chosen methodologies
and their implications in the broader context of
mobile security. As we navigate through the
results, it's essential to view them in light of the
project's objectives, the inherent limitations, and
the overarching goal of enhancing mobile
cybersecurity.

Table 2: Comparative Analysis of Algorithm Performance

ALGORITHMS Accuracy (%) Precision (%) Recall (%) F1 Score (%)
OBSERVATIONS

Logistic 98.04 97.15 96.35 |96.75
Regression

Random Forest 99.53 99.12 99.33 99.22

Naive Bayes 47.14 36.40 99.76 53.33

Neural Network 99.23 98.40 99.07 98.73
DeepNeural 99.41 98.81 99.23 99.02
Network

Dashboard Interface Overview

The heart of our project's data
visualization lies in the interactive dashboard,
meticulously designed to offer users an intuitive
and immersive experience. The dashboard

Table 3: Dashboard Interface Components

serves as a bridge between raw data and
actionable insights, translating complex
algorithmic  outcomes into comprehensible
visual narratives.

COMPONENT

DESCRIPTION

Algorithm Dropdown Selector

Metric Dropdown Selector

Performance Chart

Algorithm Distribution Graph

Metric Distribution Graph

Allows the user to select and view the
performance metrics for a specific

machine learning or deep learning algorithm.
Options include algorithms

like Logistic Regression, Random Forest, etc.
Enables the user to pick a specific performance
metric (like Accuracy,

Precision, etc.) or 'All' to view. This controls the
visual representation in the graphs below.

A dynamic bar or pie chart (based on the metric
selection) that displays the performance metrics
of the chosen algorithm.

A bar chart that visually represents the distribution
of performance metrics for the selected
algorithm.

Another bar chart showing how the chosen
performance metric distributes across different
algorithms.
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Layout Design

The dashboard's layout is structured
to guide users seamlessly through the data. A
clean, organized interface ensures that users
can quickly locate and interact with the desired
metrics without feeling overwhelmed. The
design prioritizes clarity and simplicity, ensuring
that even individuals without a technical
background can navigate and understand the
presented data.

Dynamic Components

One of the dashboard's standout
features is its dynamic components. Dropdown
menus allow users to filter and select specific
data subsets, tailoring the visualizations to their
unique queries. Checkboxes provide options to
toggle between different data points, offering a
comparative view that can reveal hidden
patterns or trends.

e

NB:Timevs. NN:Time vs.

Figure 5: Dashboard performance Visualisation Spectrum

Interactive Plots

Central to the dashboard are the
interactive plots, primarily pie charts, which offer
a visual representation of the
"performance_metrics" dataset. These plots are
not just static images; they respond to user
interactions. Hovering over a segment of the pie
chart, for instance, might reveal additional
information or percentages, enhancing the
depth of analysis. The choice of pie charts, in
particular, allows for an  immediate
understanding of proportions and distributions,
making them ideal for representing the diverse
metrics in our dataset.

User-Centric Design

The overarching philosophy behind
the dashboard's design is user-centricity.
Recognizing that the best tool is one that can be
used effectively, every element of the
dashboard, from its color palette to its
interactive features, has been chosen with the
user in mind. The goal is to empower users,
regardless of their expertise level, to explore,
analyze, and derive meaningful insights from
the data.
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MALWARE DETECTION ALGORITHM PERFORMANCE

PERFORMANCE METRICS ON A
SINGLE ALGORITHWM

The dashboard interface is more than
just a tool; it's a gateway to understanding the
intricacies of mobile malware detection.
Through its thoughtful design and interactive
features, itinvites users to engage with the data,
fostering a deeper appreciation of the project's
findings and their implications.

Data Visualization and Analysis

Data visualisation is a powerful tool,
transforming raw numbers into visual narratives
that can be easily interpreted and understood.
In the context of mobile malware detection,
visual representations provide a clear picture of
algorithmic performance, highlighting areas of
strength and potential improvement.

Visualisation Types:

The dashboard incorporates a variety
of visualization tools:
Plots: These are used to represent data points
in a two-dimensional space, allowing for a clear
comparison between different algorithms or
metrics. For instance, scatter plots might be
used to visualise the relationship between
precision and recall for different algorithms.
Charts: Charts, such as bar and pie charts,
offer a visual breakdown of categorical data. A
bar chart might display the accuracy of each
algorithm, while a pie chart could represent the
distribution of true positives, false positives, true
negatives, and false negatives for a particular
algorithm.

Figure 62: Dashboard UI/UX

AGAINST
MATCHING METRICS

Graphs: Graphs, especially line graphs, are
instrumental in showcasing trends over time or
across different parameters. They might be
used to track the performance of an algorithm
as it processes different batches of data.

User-Driven Analysis:

One of the standout features of the
dashboard is its interactivity. Users can:

1. Switch between algorithms: This allows for
a side-by-side comparison, highlighting the
strengths and weaknesses of each
algorithm in real-time.

2. Select metrics: Depending on the focus,
users can choose to view results based on
accuracy, precision, recall, or the F1 score,
ensuring a tailored analysis experience.

3. Choose visualization types: Depending on
the data's nature and the user's
preference, different visualization tools can
be selected, ensuring the most effective
representation of the data.

Interpretation and Insights:

Beyond mere visualization, the
dashboard facilitates data interpretation. The
visual tools are complemented by descriptive
statistics and insights, guiding users through the
data's nuances. For instance, while a high
precision might be celebrated, the dashboard
might also highlight a corresponding drop in
recall, prompting a more in-depth analysis.

Corresponding author: Charles lkpeama
B4 charlyikneama@yahoo.com

Department of Cybersecurity, University of Hertfordshire (UH), UK.

© 2024. Faculty of Technology Education. ATBU Bauchi. All rights reserved



JOURNAL OF SCIENCE TECHNOLOGY AND EDUCATION 12(1), MARCH, 2024
ISSN: 2277-0011; Jounal homepage: www.atbuftejoste.com.ng

Table 4: Key Findings Overview

KEY FINDINGS DESCRIPTION

Best  performing | The “Random Forest” algorithm displayed the highest accuracy, outperforming
algorithm other models with an accuracy score of 0.9953.

Least effective | "Naive Bayes" showed significantly lower performance in terms of accuracy,
algorithm with a score of 0.4714, indicating it may not be the best choice for this dataset.
Neural Network | The deep neural network slightly outperformed the basic neural network in terms
Variance of F1 Score, suggesting the additional complexity could provide benefitin some

scenarios.

Recall Importance | Despite its low accuracy, the Naive Bayes model had the highest recall of
0.9976, indicating its potential ability to catch the majority of positive cases,
albeit with a higher false positive rate.

processes.

Dashboard Utility The interactive dashboard proved invaluable in swiftly comparing and
visualizing the performance of various models, streamlining decision-making

CONCLUSION

The findings presented here are not
just a testament to the rigorous methodologies
employed but also highlight the nuances and
intricacies of mobile malware detection. From
the initial data collection to the final visualization
on the interactive dashboard, every step has
contributed to a richer understanding of the
domain.

The project's contributions to the field
of mobile malware detection are outlined. It
highlights the endeavor's dual focus on
deepening understanding and pioneering new
methodologies. Innovations and Insights, the
project's multifaceted approach to malware
detection is discussed. By incorporating diverse
algorithms such as Random Forest and Deep
Neural Networks, the project has developed a
comprehensive detection mechanism capable
of addressing the intricate nature of mobile
malware. Additionally, the project emphasizes
the importance of feature engineering in
optimizing algorithmic performance, shedding
light on its pivotal role in the detection process.

RECOMMENDATIONS

The rapidly evolving landscape of
cybersecurity and the increasing sophistication
of mobile malware threats necessitate a
forward-thinking approach. Section 5.4 delves
into the potential avenues for future
enhancements, ensuring that the project
remains at the forefront of innovation and
effectiveness in malware detection.

A significant enhancement planned for the
dashboard is the capability for users to
upload datasets in real-time. This feature
will empower users to not only analyze
predefined datasets but also to evaluate
their own data on-the-fly. Upon uploading,
the dashboard will process the dataset, run
the algorithms, and instantly visualize the
respective  metrics.  This  real-time
interaction  will provide users with
immediate insights, enhancing the
dashboard's utility and interactivity.

As mobile malware types continue to
evolve, there's a pressing need to
continuously update and expand the
dataset. Future iterations could involve
integrating real-time threat intelligence
feeds, collaborating with cybersecurity
firms for live data, and sourcing from
emerging repositories.

The field of machine learning and Al is in
constant flux. While the project currently
employs algorithms like Random Forest
and Deep Neural Networks, there's
potential to integrate more advanced
models in the future, such as Generative
Adversarial Networks or Transformer-
based models.

Beyond the real-time dataset upload
feature, the dashboard offers numerous
opportunities for enhancement. Advanced
visualization ~ techniques,  predictive
analytics features, and compatibility with
emerging technologies will be pivotal for
the dashboard's future versions.
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5. As the project grows, revisiting and
reinforcing ethical considerations,
especially around data privacy, will be
crucial. Incorporating advanced
anonymization techniques and ensuring
GDPR compliance are potential areas of
focus.

6. The domain of mobile malware detection
offers vast potential for collaborative
research. Partnerships with academic
institutions,  cybersecurity firms, and
governmental agencies can lead to richer
datasets, advanced algorithms, and more
robust detection mechanisms.
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