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ABSTRACT

This project focuses on optimizing the performance of the Domain
Name System (DNS) in a campus network by utilizing Quality of
Service (QoS) mechanisms and load balancing techniques to improve
responsiveness, reliability, and scalability. The study aims to prioritize
DNS queries and efficiently distribute requests across multiple DNS
servers to minimize response time and prevent server overload. Four
virtual machines (VMs) were deployed on two Dell PowerEdge R270
servers, with two Cisco switches, one as a core switch and the other
as an access switch, forming the testbed environment. Wireshark was
used to analyze DNS traffic in real scenario, measuring Round Trip
Time (RTT) and Query Response Time (QRT) as key performance
metrics. The results showed significant improvements in DNS
resolution times, reduced network congestion, and enhanced system
reliability, demonstrating the effectiveness of QoS and load balancing
in optimizing DNS performance. While the study is limited by the
testbed environment and may need further validation in larger, real-
world deployments, the findings offer valuable insights for enhancing
DNS performance in complex campus network infrastructures.
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INTRODUCTION

DNS (Domain Name System) is a
hierarchical and distributed naming system that
translates human-readable domain names
(e.g., www.campus.edu.ng) into machine-
readable IP addresses (e.g., 192.0.2.1). This
system is essential for the functionality of the
Internet, enabling users to access websites,
send emails, and use networked services
without needing to remember numeric IP
addresses. DNS operates using a network of
servers that store and resolve domain name
records, ensuring a scalable and fault-tolerant
mechanism for addressing resources on the
Internet [1] [2]. Load balancing and Quality of
Service (QoS) techniques play a significant role
in optimizing DNS performance in such large-
scale networks. Load balancing ensures that
DNS queries are distributed efficiently across
multiple servers, preventing individual servers
from becoming overwhelmed by traffic spikes.
This distribution can significantly reduce DNS
query resolution time and improve network
reliability [3]. The motivation behind this project
stems from the increasing reliance on DNS

services in modern campus networks. As
educational institutions expand their digital
presence, DNS is tasked with handling a larger
volume of requests for applications such as
online learning platforms, email systems, and
research databases. A performance bottleneck
in DNS resolution can significantly affect user
experience, especially during peak usage
times. Slow DNS responses or DNS server
failures can lead to delays in accessing critical
online resources, frustrating users and
hindering productivity. Furthermore, many
campus networks are built on traditional DNS
architectures, which might not be equipped to
handle the demands of modem usage.
Optimizing DNS performance using QoS and
load balancing strategies can enhance the
overall user experience, ensure business
continuity, and improve the efficiency of network
resources. This research aims to explore how
these techniques can be effectively
implemented in a campus network to overcome
DNS performance challenges.

Campus networks often face several
challenges in maintaining efficient and reliable
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DNS services due to: High Traffic Volumes:
Increased demand for online resources and
services leads to a higher number of DNS
queries, especially in institutions with a large
number of students and staff; Network
Congestion: Traffic from different applications
and services can cause congestion in the
network, affecting DNS query resolution times;
Single DNS Server Bottleneck: Many campus
networks rely on a single DNS server, which can
become overwhelmed by traffic and fail to
provide timely responses to DNS queries; Lack
of Redundancy: Failure to implement DNS
redundancy may lead to service disruptions if
the primary DNS server goes down. This
research seeks to address these problems by
optimizing DNS performance through QoS to
prioritize DNS traffic and load balancing to
distribute DNS queries across multiple servers.
By addressing these challenges, the research
aims to enhance DNS reliability and reduce the
chances of service outages or performance
degradation using Round Robin Load
Balancing.

LITERATURE REVIEW

DNS is often the first point of contact
for users trying to access resources over the
internet, making its performance paramount [3].
In campus networks, which often experience
heavy traffic,c DNS queries can lead to
significant latency if not managed properly.
Some of the main challenges include high query
volumes, DNS caching issues, and the risks of
single points of failure [4]. Studies have also
identified security concerns, such as DNS
amplification attacks, which can further hinder
performance [5].

QoS techniques help prioritize
network traffic to ensure that time-sensitive
applications, like DNS, are given precedence
over less critical traffic. According to [6], using
QoS in a campus network ensures that DNS
queries are processed with lower latency, even
during periods of high traffic. Load balancing
helps distribute DNS queries across multiple
servers to prevent overload on a single server.
It can either be done using round-robin methods
or more advanced algorithms based on traffic
volume and server health [7]. Load balancing
not only reduces DNS query response times but
also enhances reliability by mitigating the
impact of server failures [8].

Recent advancements in DNS
optimization, such as the use of anycast routing
for geographically distributed DNS servers,
have helped to reduce latency and improve fault
tolerance [9]. Furthermore, adaptive DNS
algorithms that dynamically adjust based on
traffic patterns have shown promising results in
improving campus network performance [10].

Round-robin DNS is a widely used
technique for distributing DNS queries across
multiple servérs to balance the load and
increase the availability of network services.
This method involves mapping a single domain
name to multiple IP addresses in a DNS record.
When a client queries the DNS server for the
domain name, the server returns a list of IP
addresses, and the order of the IP addresses is
rotated with each subsequent query, ensuring
that requests are distributed evenly across the
servers [11]. A class map is a mechanism used
to classify traffic based on specific attributes
such as IP address, protocol type, port number,
or other packet characteristics. Class maps
define the types of traffic that you want to apply
QoS policies to by matching traffic with
particular criteria [12]. Policy map on the other
hand defines how the router should treat traffic
after it has been classified. Policy maps are
used to specify actions (such as prioritizing,
policing, or shaping) for different classes of
traffic that were defined in class maps [13].

METHODOLOGY

The methodology for this research on
optimizing DNS performance using load
balancing and Quality of Service (QoS) focused
on collecting data from three web servers and a
DNS server to evaluate the effects of Round
Robin load balancing and QoS on DNS query
response times and overall network
performance. The domain name of the DNS
server was configured as www.campus.edu.ng,
and the system infrastructure was built using
four Virtual Machines (VMs) created from two
live Dell R270 Rack servers and hosted on
Microsoft Window Server 2008. Networking was
managed with a Cisco 3760 Switch and a Cisco
2960 Access Switch. Wireshark was used for
packet analysis to monitor and evaluate
network traffic before and after the
implementation of Round Robin load balancing
and QoS. In this setup, three web servers were
created with the private IP addresses:
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10.202.0.11, 10.202.0.12, and 10.202.0.13,
while the DNS server was configured with the IP
address 10.202.0.14. These servers were
designed to simulate real-world DNS query
resolution, with the web servers hosting basic
applications to generate traffic and the DNS
server responsible for resolving queries for the
domain www.campus.edu.ng.

The analysis was conducted in two
phases: Before the configuration of Round
Robin load balancing and QoS and after the
configuration of Round Robin load balancing
and QoS. The Round Robin load balancing
technique was used to distribute incoming DNS
queries evenly across the three web servers.
This method helped ensure that no single
server became overloaded, thereby improving
overall system performance and reducing the
chances of bottlenecks during high traffic
periods. In parallel, QoS was configured on the
Cisco 3760 Switch to prioritize DNS query
traffic, ensuring that critical DNS traffic was
handled with higher priority compared to other
types of traffic.

To measure the performance of the
DNS queries under both configurations, data
was collected and analyzed using two key
metrics: Round Trip Time and DNS query
response. The Round-Trip Time (RT) metric
measures the time taken for a DNS query to
travel from the client to the DNS server and
back, providing insights into the efficiency of the
DNS resolution process, while the DNS Query
Response Time metric assesses how long it
takes for the DNS server to respond to a query,
a critical factor in the overall user experience for
web applications. Data captured from the web
servers, DNS servers, and network traffic were
analyzed using Wireshark in both phases.
Wireshark allowed for the detailed examination
of DNS packet flow, enabling a comparison of
DNS query performance before and after
configuring Round Robin load balancing and
QoS policies. The collected data was then
evaluated to identify improvements in DNS
query response times, reduced latency, and
enhanced network efficiency as a result of the
applied optimizations.

RESULTS AND DISCUSSION

The round-trip ping results to the DNS
server (www.campus.edu.ng) before
optimization are as follows. The first ping
recorded @ maximum round trip time (RTT) of
5ms and an average RTT of 2ms. The second
ping recorded a maximum RTT of 4ms and an
average RTT of 1ms. The third ping measured
amaximum RTT of 2ms and an average RTT of
1ms. The fourth ping recorded a maximum RTT
of 2ms and an average RTT of 1ms. The
summary of the ping results before optimization
is presented in Table 1.

Table 1: Summary of RTT before optimization

Pin Maximum Average
g RTT RTT
First Ping 5ms 2ms
Second

. 4ms 1ms
Ping
Third Ping | 2ms 1ms
Fourth Ping | 2ms 1ms

After optimization, the round-trip ping
results to the DNS server were recorded. The
first ping showed a maximum RTT of 3ms and
an average RTT of 1ms. The second ping
measured a maximum RTT of 1 ms and an
average RTT of Oms. The third ping had a
maximum RTT of 1ms and an average RTT of
Oms. The fourth ping recorded a maximum RTT
of 1ms and an average RTT of Oms. The
summary of the ping results after optimization is
presented in Table 2.

Table 2: Summary of RTT after optimization

Pin Maximum Average
g RTT RTT

First Ping 3ms 1ms
Second

) 1ms Oms
Ping
Third Ping 1ms Oms
Fourth Ping | 1ms Oms

The key findings indicate that after
optimization, there was a consistent reduction in
latency across all pings. The maximum and
average RTTs were significantly lower,
indicating an improvement in  network
performance. Before optimization, the network
showed a gradual decrease in round trip times
but still exhibited higher latencies than after
optimization. ~ The  optimized  network
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demonstrated remarkable reductions in RTT,
particularly in the second, third, and fourth
pings, where the average RTT dropped to Oms.

Two DNS query tests were
conducted, one before optimization and one
after optimization. The first randomly captured
Wireshark packet before optimization is shown
in Figure 1, while the second packet is
illustrated in Figure 2. These packets provide
insights into network behavior, particularly
focusing on Request in and Time values. The
first packet capture after optimization is
presented in Figure 3, and the second is shown
in Figure 4. These figures highlight
improvements in DNS query response times
after optimization. The input/output packet
capture before optimization is depicted in Figure
4.13, where the y-axis represents the number of
packets per second, and the x-axis represents
the time taken for a packet to travel from source
to destination. The graph highlights overall
packet transmission, TCP errors, and filtered
DNS packets, providing an analysis of network
performance  before  optimization.  After
optimization, Figure 4.14 presents the improved
input/output graph, which demonstrates a
reduction in packet travel time, fewer TCP
#l Wireshark . Packet 529 - Ethemnet

errors, and optimized DNS queries, reflecting
enhanced network efficiency.

The DNS query response time was
analyzed before and after optimization. Before
optimization, the first test recorded a request in
time of 493ms and a round-trip time of
299.06ms, while the second test had a request
in time of 3353ms and a round-trip time of
2101.28ms. After optimization, the first test had
a request in time of 1135ms and a significantly
reduced round trip time of 127.23ms. The
second test showed even greater improvement,
with a request in time of 504ms and a drastically
reduced round trip time of 1.38ms. The findings
indicate that before optimization, the round-trip
times were significantly higher, especially in the
second test, which recorded a latency of over 2
seconds. After optimization, the improvements
were evident, with the second test achieving an
almost instantaneous response. The significant
reduction in DNS resolution time suggests that
the optimization techniques were effective in
reducing network latency and improving
performance.

User Datagram Protocol, Src Port: 53, Dst Port: 54327
¥ Domain Name System (response)
Transaction ID: @x6b24
Flags: @x8180 Standard query response, No error
Questions: 1
Answer RRs: 12
Authority RRs: @
Additional RRs: @
Queries
Answers

Request In: 493

[Time: 8.292061080 seconds]
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Figure 1: First random packet capture before optimization
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Frame 3382: 15 bytes on wire (840 bits), 185 bytes captured (84@ bits) on interface \Device\NPF [AASFDFDE-8378-477C-AFC5-FC18C5808047}, id @
) Ethernet IT, Src: Cisco 55:11:42 (ec:cB:82:55:11:42), Dst: HP_e7:36:df (48:%e:bd:e7:36:df)
Internet Protocol Version 4, Src: 10,202.6.14, Dst: 10.1.26.132
Transmission Control Protocol, Src Port: 53, Dst Port: 61914, Seq: 1, Ack: 36, Len: 51
V Domain Name System (response)
Length: 49
Transaction I0: @xcdlc
» Flags: @x340@ Standard query response, No error
Questions: 1
Answer RRs: 1
Autharity RRs: @
Additional RRs: @
Queries
7 Answers

Request In: 3353
[Time: 2.101276008 seconds]

Figure 2: Second random packet capture before optimization
Ml Wireshark - Packet 1145 . Ethemet =]

¥ Domain Name System (response)
Length: 49
Transaction ID: @xe97
 Flags: @x346@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
Answers

Request In: 1135
[Time: 8.12723180@ seconds]

ooon ETTRIIETIEG ec 8 62 55 11 42 08 00 45 80 UB E

P @ashlb4d4e 00 7T 06 be fiGacadeeeBaol [ M
1a 84 00 35 de 15 5d @1 a6 23 21 7c a6 ca 50 18 5] #t]-p
fa f@ 01 50 @0 02 00 31 eB 97 34 0@ 00 o1 00 01 Rl
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! 0@ 01 2c @@ 04 ac d9 a9 23 g ¥

Figure 3: First random packet captured after optimization

[ Wireshark - Packet 507 . Ethemet - O

» Frame 567: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits) on interface \Device\NPF_{AA9FDFDE-8378-477C-AF(5-FC18C58D8@47}, id @
> Ethernet II, Src: Cisco 55:11:42 (ec:cB:82:55:11:42), Dst: HP e7:36:df (48:9e:bd:e7:36:df)
Internet Protocol Version 4, Src: 10.202.8.14, Dst: 10.1.26.132
) Transmission Control Protocol, Src Port: 53, Dst Port: 56833, Seq: 1, Ack: 38, Len: 85
¥ Domain Name System (response)
Length: 83
Transaction ID: @x33a3
* Flags: @x358@ Standard query response, No error
Questions: 1
Answer RRs: 3
Authority RRs: @
Additional RRs: @
» Queries
* Answers

REQUESt In: 584

[Time: @.001382000 seconds]

Figure 4: Second random packet captured after optimization
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Figure 5: Input/output graph before optimization
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Figure 6: Input/output graph after optimization
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CONCLUSION
The paper aimed to optimize network
performance by utilizing QoS and load

balancing techniques, focusing on two key
metrics: Round Trip Time (RTTT) and Query
Response Time. This study analyzed and
optimized DNS query response times by
measuring Request in and RTTT both before
and after implementing optimization strategies.
The results demonstrated a significant
improvement in DNS performance. In the first
test, RTTT decreased from 299.06ms to
127.23ms, while in the second test, it
plummeted from 2101.28ms to 1.38ms,
reflecting a near-instantaneous DNS resolution
after optimization. Similarly, the Request In time
for the second test improved from 3353ms to
504ms. These results confirm that the DNS
optimization techniques effectively reduced
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latency, accelerated query initiation, and
improved resolution times, thereby enhancing
overall DNS performance and user experience.
Two significant findings of the research include
much faster website response, as the
optimization significantly improved the time it
takes for the system to respond, and less delay
before initiating website lookups, reducing the
wait time before the system starts resolving a
website’s address. For further work, larger-
scale testing should be conducted across
different types of networks and DNS providers
to assess the optimization's effectiveness in
various real-world scenarios. Additionally,
advanced optimization techniques such as DNS
caching, dynamic DNS load balancing, and
DNS prefetching should be explored to further
minimize delays, particularly during high traffic
periods. Incorporating security features like
DNSSEC is also recommended to protect
against threats such as cache poisoning while
maintaining an optimal balance between
security and performance.
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