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ABSTRACT

This paper examines the transformative potential of blockchain
technology within the financial sector, emphasizing both the
opportunities and the challenges it presents. As a decentralized,
transparent, and secure ledger system, blockchain can revolutionize
various financial services, including payments, settlements, and fraud
prevention. The integration of blockchain with emerging technologies
such as artificial intelligence and cloud computing further enhances its
prospects for fostering innovation. However, its widespread adoption
faces some challenges including regulatory uncertainties,
cybersecurity concerns, and scalability issues that need urgent
attention. Some quarters within the requlatory authority have shown to
express apprehension for cybersecurity concerns in Blockchain,
however Blockchain— when intertwined with Al-, according to
emerging research studies, can mitigate cyberthreats such as frauds
before they are perpetrated. Going by this fact, it is instructional that
policymakers refrain from overthinking or overemphasizing the
seemingly over-bloated cybersecurity concerns of Blockchain
technology while deemphasizing or overlooking its potential to address
the same cybersecurity concerns, in real time if applied optimally.
Following this, it is necessary for policymakers, and authorities to find
an optimum equilibrium between the cybersecurity mitigation
potentials of Blockchain, and its cybersecurity concern. This study
underscores the importance of strategic implementation and
regulatory development to unlock blockchain's full potential in
advancing financial security and efficiency.
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INTRODUCTION

Financial institutions view technology as
an opportunity to offer customers better value, and
also as a methodological instrument that could be
used to understand, explain or predict human
behaviour. For academics, political leaders,
corporations and entrepreneurs, technology is an
opportunity, an obstacle to overcome, or a
revolutionary force. Technology upheaval, once a
novel trend, is now ubiquitous. Today, technology
and finance are inextricably intertwined globally,
giving rise to the term FinTech (Financial
Technology). FinTech refers to digitized, tech-
enabled financial services that are revolutionary or

disruptive (Sibanda et al., 2020; Nwankwo et al.,
2022).

The emergence of innovations such as
Artificial Intelligence, Cloud Computing, Mobile
Delivery Channels, Automated Machines, and
Cyber Technologies in the 21st century led to the
digitization of financial services and the
emergence of FinTech firms (Daniel et al., 2021;
Chinedu et al., 2020). These innovations made
banking services more secure, efficient, fast, and
flexible than before. Due to the rise of digital
currencies, traditional banks are also pondering
whether to offer cryptocurrencies. Blockchain is
expected to drive significant changes in how
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financial institutions conduct business in capital
markets, cross-border transactions, and supply
chain management (loannu & Damirel 2022). This
transformation may also involve data sharing and
ownership questions in credit, assessment, and
lending. According to a survey of financial
institutions across several sectors, 77% are
expected to experiment with blockchain in the
coming years. At the same time, blockchain's
effect on the financial services industry presents
challenges (Makridakis & Christodoulou). These
challenges include cyber security, bankruptcy,
regulatory issues, and the potential need for a new
global financial architecture.

There has been an increase in the
number of studies that focus on blockchain in
research (Firdaus et al., 2019; Momoh et al.,
2021). A thorough summary of different studies is
provided to understand the possible uses and
difficulties posed by blockchain technology in
terms of innovation in achieving a more effective
and reliable future in various domains.
MudraChain, a blockchain-based system, is
suggested to alleviate inefficiencies in the check
clearance procedures in financial institutions
(Kabra et al., 2020). The present check clearance
regimes prevalent in many Central Banks are
archaic and filthy in terms of technical as well as
business processes. The proposed system aims
to automate the check clearance procedure and
minimize the time and resources involved in the
process. It will also realign the power distribution
and ease the burden on overworked officers. This
paper intends to contribute to the emerging
academic  conversation and  framework
propositions on how blockchain will revolutionize
and optimize operations in banking and finance.

Blockchain Technology

Blockchain ~ technology  enables
information exchange without mediation by a third
party. In plainer words, blockchain technology
promotes information decentralization, whittling
down or eroding —the often necessary—
intermediary influences of a third party. For
example, in fundamental informational exchange
frameworks, the tole of third-party interference has
always taken a central stage.  Blockchain

technology supports information architecture
operationalities without a third party in place.
Thus, the preeminence of the blockchain seems to
be its seamless ability to remove or carry on
efficiently, without a third party in place. The long
and short benefit of this is that, in the process of
removing the third-party influence, it optimizes
security, speed and efficiency.

Blockchain records transactions as
blocks linked by a cryptographic hash function,
producing a digital footprint. A consensus
mechanism ensures truthful transactions, while a
depreciated ledger gives every node a copy of all
the transactions made in that system to validate
transactions (Momoh et al., 2022). These features
make blockchain technology a distributed ledger
system. Adopted by technology companies in
sectors like finance and logistics. Blockchain can
be classified into public, private and consortium
blockchains. Public blockchains allow anyone to
join the network, while the other two types are
more restricted. Private blockchains are hosted
and owned by a single entity, while consortium
blockchains are owned by multiple entities. The
adoption of blockchain in the financial sector has
seen banks, stock exchanges, trade infrastructure
providers, and fintech companies participating in
several initiatives and proofs-of-concept across
various  functions, including  cross-border
payments and settlements. However, concerns
like  technological instability,  regulatory
uncertainty, and the challenge of cooperation
between financial institutions make full-fledged
blockchain adoption difficult (Jovi¢ & Nikolié
2022). Financial institutions interested in
leveraging blockchain should weigh the benefits
against the blockers and select appropriate use
cases carefully.

Financial institutions are acting against
industry consensus on blockchain governance
and standardization (Varma 2019). Blockchain
technology has been transforming the financial
industry and has created a new crypto-economy
in the last decade. The foundational concepts
such as decentralized trust and distributed ledger
are promising for distributed, and large-scale
Internet of Things (loT) applications. Applying
blockchain technology to the 10T can potentially
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exercise decentralized trust and a decentralized
economy, enhance integrity and privacy, and
rationally allocate resources. Therefore, several
projects have emerged to deliver the design and
analysis of the opportunities and challenges for
blockchain-based 0T applications. As the
blockchain  research  progresses, = more
developments, research works, and applications
are expected (Abdelmaboud et al., 2022).
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Fig 1: Key Characteristics of Blockchain

Decentralization

Decentralization plays a significant role
in enhancing financial security by removing single
points of failure and reducing reliance on
centralized authorities like banks or financial
institutions. This distributed structure makes it
harder for malicious actors to compromise the
system since no single entity controls the entire
network. However, decentralization also presents
challenges, such as difficulties in regulatory
oversight and coordination among diverse
participants, which can complicate the
implementation of security measures and
compliance protocols.

Immutability

The immutability feature ensures that
once a financial transaction is recorded, it cannot
be altered or deleted. This provides a clear and

£

Key Characteristics of Blockchain Technology

When discussing financial security via
Blockchain, there are some key features it
possesses that make it suitable. These key
characteristics are shown in Fig 1.
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Transparency

tamper-proof audit trail, greatly enhancing
trustworthiness and fraud resistance within
financial systems. Nonetheless, this characteristic
also poses challenges; for example, if incorrect or
fraudulent transactions are recorded, correcting
them requires complex procedures such as
transaction revocations or legal interventions,
since alterations are not straightforward.

Consensus-Driven Validation

Blockchain's reliance on consensus
mechanisms guarantees that only validated
transactions are added to the ledger, thereby
safeguarding against double-spending and
fraudulent entries. This collaborative validation
enhances the integrity and security of financial
data. However, achieving consensus, especially in
large or permissionless blockchains, can be slow
and resource-intensive, which may hinder real-
time transaction processing and pose scalability
issues.
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Transparency:

The transparent nature of blockchain
fosters accountability by making transaction
histories openly accessible to authorized users.
This openness can deter fraudulent activities and
promote compliance with regulations. On the other
hand, transparency raises privacy concerns, as
sensitive financial information might be exposed
unless proper cryptographic techniques, like
encryption and permissioned access, are
employed to balance  openness  with
confidentiality.

Security

Cryptographic protection ensures that
transactions on the blockchain are securely
signed and linked, preventing unauthorized
access and tampering. This high level of security
enhances confidence in digital financial assets.
Yet, the security of blockchain systems is not
infallible—vulnerabilities may exist in consensus
algorithms, private key management, or network
infrastructure, which could be exploited by
determined attackers.

Distributed Ledger

The use of a distributed ledger ensures
that all participants possess a synchronized copy
of transaction records, reducing risks associated
with data tampering, single-point failures, or data
loss. This enhances resilience and ftrust in
financial transactions. However, maintaining
consistency across all nodes requires robust
synchronization protocols; network delays or
mismatched copies can lead to security
vulnerabilities or discrepancies, complicating
system integrity.

Blockchain Formation Process

A blockchain is composed of "blocks"
linked together to form a continuous chain. Each
block functions similarly to a record in a database,
storing specific data. These blocks consist of two
parts: the header and the body. The header
contains crucial information such as a unique hash
of the current data, the hash of the previous block,
and the timestamp indicating when the block was
created. To maintain data integrity and prevent

tampering, cryptographic hash functions are
utilized, which have three important properties:
resistance to collisions (making it difficult for
different inputs to produce the same hash), pre-
image resistance (making it hard to determine the
original input from a hash), and second pre-image
resistance (preventing the creation of a different
input with the same hash).

When any data in a block changes, its
hash also changes, which, in turn, affects the hash
of all subsequent blocks by providing a secure
way to detect alterations. Altering multiple blocks
would require controlling over half of the network’s
computing power (51% attack), which is highly
impractical. This interconnected hashing system
ensures the blockchain remains a trustworthy and
tamper-proof ledger, recording history that cannot
be altered retroactively. Moreover, when two
nodes generate new blocks at the same time, a
temporary divergence called bifurcation (fork)
occurs. The network resolves this by adopting the
longest chain i.e., the chain with the most
accumulated  processing  power  ensuring
consistency across the network (Viriyasitavat &
Hoonsopon).

The Role of Blockchain in Finance

Financial firms began exploring the
opportunities in  Blockchain after it gained
popularity rigorously fueled by the remarkable
success of Bitcoin. Some of the roles of
Blockchain in finance include:

Decentralization and Its Benefits

One of the best features of blockchain
technology and cryptocurrencies is the degree
and level of decentralization. An important
consideration that has come to the attention of
economists and market watchers is whether
cryptocurrencies can be decentralized and
independent of any central authority. Another
consideration is whether there are dangers in
having decentralized blockchain networks, as
these could become uncontrollable and
unregulated. One other dimension of this
consideration is whether such a decentralized
network is possible to create and develop. What
are the pros and cons of such a decentralized
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financial system, and what are the best methods
to pursue such a strategy? (Zetzsche et al., 2020).

One of the best features of
cryptocurrencies is how they work on explicitly
decentralized protocols. For example, the Bitcoin
market and its blockchain technology are widely
recognized for their decentralization. In principle,
no one or no institution can either control or
manipulate. Even the original creator of Bitcoin
does not have control of the whole system. But it
is still worth investigating whether over time, and
through colluding efforts and large capital
investments, bitcoin could be re-centralized or
otherwise manipulated. By construction, it was
ensured that any transaction would end up being
verified and validated by a very large number of
independent agents. In theory, this makes it
impossible for any entity to ever be able to
dominate the network, as a vast majority of the
agent’s capital would likely spread far beyond just
a few institutions (Davidson et al., 2018).
Decentralization, at least in principle, is a potent
technology that allows for increasing populations
of agents while maintaining a fully functional
financial system.

Smart Contracts in Financial Transactions
Blockchain technology is taking root in
the finance world and smart contracts are allowing
direct peer-to-peer transactions. The technology
behind smart contracts is a decentralized
database that is generally viewed as immutable

Table 1: Traditional vs Blockchain-Based Smart Contract

and unchanging. On the other hand, smart
contracts themselves are software code
associated with that database. Smart contracts
are self-executing contracts where the terms of
the agreement between the parties are directly
written into lines of code, enabling transactions
conducted on a blockchain to be automatically
enforced.

In  today’s dynamic  economic
environment, smart contracts could likely add the
missing ingredient of respect for privacy; they
could execute transactions on a private blockchain
in a manner that keeps the terms of the contract
confidential to third parties. In the traditional
financial world, a smart contract would often be
implemented by a trusted third party such as a
bank or broker, whereas with smart contracts, all
the parties are in equal agreement. (Khan et al.,
2021). Table 1 shows the difference between the
traditional and Blockchain-based smart contracts.
Blockchain technology dramatically improves
financial inclusivity opportunities in developing
countries and how it could open up the financial
sector in a way that would eventually enable
developing countries, including Africa, to increase
their income per capita through a multitude of
channels. Blockchain enables opportunities for
traders who use transportation bottlenecks as
storage or relationship building rather than
immediate delivery of goods in developing
countries where the supply chain is convoluted.

Feature Traditional Finance Blockchain Smart Contracts
Execution Manual (Third party) Automatic (Pre-coded)
Transparency Limited High

Trust Mechanism Centralized

Decentralized

Tokenization of Assets

Asset tokenization involves
representing rights to a specific asset (Real
estate, land, bonds etc) in a digital form on a
Blockchain, as shown in Fig 2. Typically, tokens
are created through smart contracts (Wang &
Nixon 2021). These tokens can correspond
directly to the underlying asset or represent

certain legal rights associated with it. Utilizing
blockchain as a decentralized, self-regulating
ledger establishes a secure and transparent
environment for trading and settling tokenized
financial instruments, enabling peer-to-peer (P2P)
exchanges among participants in the network.
Multiple established financial institutions and
technology providers are experimenting with or
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developing prototypes in the tokenization domain
(Heines 2023). Their solutions aim to deliver
greater efficiency, enhanced security and faster
transaction  processing speed. Specifically,
tokenization intends to create a disintermediated
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Fig 2: Types of Tokenization

However, several uncertainties remain.
For example, it is still unclear how effectively
blockchain-based tokenization will cut down
trading and settlement times, especially during
post-trade processes such as execution and
compliance. Additionally, regulatory challenges
pose a significant hurdle, as different jurisdictions
interpret and classify tokens differently within their
legal frameworks, impacting widespread adoption.

Challenges Facing Blockchain Adoption

Although  Blockchain offers many
notable advantages, several challenges remain
imminent. These include.

Regulatory and Legal Issues

Governments, central banks, and
financial supervisory authorities as well as non-
government organisations have set up major
investigations  into  cryptocurrencies  and
blockchain technology to evaluate the potential
benefits and to identify the problems as well as the
risks involved. The potential benefits are such that
blockchain technology if actively developed, could
improve financial inclusion and security in
payments, transactions, and contracts (Habib et
al., 2022). However, the use of blockchain
technology together with decentralisation runs the
risk of financial instability (due to enhanced
opacity, automated software-coded error

TOKENIZATION

financial infrastructure that significantly reduces
transaction costs and cycle times compared to
traditional systems.

Gold Tecnology Stocks

handling, and limited intervention options) as well
as financial crime (such as money laundering and
tax evasion). It has become evident that regulators
and supervisors everywhere face challenges for
which they are ill-prepared or for which there are
no clear regulatory and supervisory controls and
legal frameworks.

However, it is the nature of the new
technology and the systems it offers that raises
questions about which current regulatory
frameworks appear at risk of being incapable of
adequately analysing and answering. It addresses
questions faced by regulators in the financial
market and answers those which seem to be
ireducible or incompatible with existing legal
concepts and/or regulatory frameworks. The
responses involve twin concerns which are closely
intertwined: fragmentation and the risk of
regulatory evasion. The responses contend that
regulation and supervision need to be developed
in at least three dimensions to adequately deal
with blockchain and DLT-driven crypto-assets-
based financial services.

Scalability Concerns

Decentralized ledger technology and
blockchain have become fundamental blocks for
building the next generation of new Internet
service  paradigms.  Public  blockchains
significantly increase the marginal cost of
transaction abuses. However, the consecutive
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growth of the global transaction workload, mainly
due to the extraordinary success of speculative
use cases, is stressing these networks and
pushing them to their fragmentation. Reducing
transaction service fees and synthesizing the
trade-off between transaction throughput and
decentralization security represents the current
most pressing challenge for layer-one public
ledger architectures. In this landscape, existing
blockchain protocols fall short, including the most
paradigm-shifting claims.

Bitcoin limits the size of its blocks to one
Megabyte and the time between consecutive
blocks to ten minutes. Under normal behaviour,
this leads to a big blockage of 17 hours, which is
the limit beyond which a block can be decided by
the majority of the hashes in the network (Ali et al.,
2016). The transaction load on the network is
expected to follow a Poisson process. This
translates into a non-zero average risk that a valid
transaction can remain in the pending pool without
being acknowledged, which  continuously
increases with the number of nodes in the
network, with large transactions growing faster
than small ones.

The resulting phenomenon is called the
whale tale. It becomes important to process at
least the M transactions with the highest fees. To
achieve this goal, miners should be able to
independently and privately process the
transactions that will be included in future blocks.
This can be done before they discover a new block
using the classic gossip-based approach.
However, the non-temporal Middle Point Node
choice compared with Omniscient full node
knowledge makes the need to lock the tail and
enhance the monetary cross-chain chain.

Interoperability Between Different
Blockchains

Achieving  interoperability ~ among
blockchains is necessary for its widespread
adoption in financial services. Blockchains can be
viewed as interconnected networks that
collaboratively create and share a unified financial
reality, eliminating the need for trust between
parties. They offer advantages over current
interbank  payment systems, notably in

decentralization, transparency, low costs, and
immediacy—characteristics largely inspired by
cash  ftransactions.  However, significant
challenges hinder their seamless integration. One
major obstacle is that existing blockchains and
DLT operate as independent entities, each with its
data, governance structures, and specific use
cases. This fragmentation makes cross-chain
transactions complex and raises security
concerns, especially for daily cross-border
payments and compliance with AML and KYC
regulations  (Johnson 2025). For effective
interoperability, blockchain networks need to
exchange more information securely rather than
merely expanding network size.

Public Perception and Trust Issues

The public perception and trust issues of
blockchain  technology lie between cross-
organizations in industries where provable trust
need is high for either present or currently missing
traditionally trusted third parties and could
increase by government involvement (Singh
2019). Furthermore, a company should consider
using blockchain if it has assets or operations that
cross organizational boundaries. On the opposite
side, there is concern about using a technology
that several governments have classified as illegal
or which threatens the incumbent business model
or national financial infrastructures. Government
implications and involvement require @ minimum
governance structure by either transacting
partners or a third jurisdiction. In heavy publicly
impactful cases, some jurisdictions need a market
structure that influences public opinions
worldwide. Public international organizations
might intervene on market-neutral platforms.
Thus, in a self-governed manner, establishing and
maintaining reputation rules and increasing legal
certainty and transparency might both mitigate
trust issues. Trust issues also need industry
initiatives to rethink governance frameworks. They
require innovation for a better trustworthy
provision in the new decentralized valorization
models.

Corresponding author: Gbenga Akinyemi
B4 oluwagbenga.akinyemi@gmail.com

University of Hertfordshire, Hertfordshire Business School, United Kingdom.
© 2025. Faculty of Technology Education. ATBU Bauchi. Al rights reserved


http://www.atbuftejoste.net/
mailto:bakarihenry341i@gmail.com

JOURNAL OF SCIENCE TECHNOLOGY AND EDUCATION 13(2), JUNE, 2025
ISSN: 2277-0011; Journal homepage: www.atbuftejoste.com.ng

Conclusion

Blockchain technology holds significant
promise for enhancing the integrity, transparency,
and efficiency of financial services worldwide. Its
decentralized nature offers new paradigms for
trust and security, potentially reducing fraud and
operational costs. Nonetheless, the path to full
adoption is impeded by ongoing regulatory
challenges, technological constraints, and the
need for industry-wide cooperation. Overcoming
these hurdles requires a concerted effort from
regulators, financial institutions, and technology
providers to establish robust frameworks and
standards. With continued innovation and
supportive governance, blockchain can serve as a
cornerstone for a more resilient and inclusive
financial ecosystem in the future. Also, it is trite to
submit that policymakers, Fintech experts,
bankers and researchers should endeavour to
avoid the trap of over-focusing on the potential
pitfalls of a full-fledge Blockchain-adopted
financial and banking economy. In rationalizing its
studied or informed possible pitfalls, on the
strength of existing research studies, conspiracy
theories, or social apprehension, considerable
attention should also be paid to its revolutionary
potential of real-time cybersecurity threat
mitigation, particularly when brought into concert
with Artificial Intelligence.
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